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ABSTRACT: We show that the recovery of the wiring of the second rotor of the Enigma
does not depend on the rotors being reordered.
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The story of the breaking of the Enigma by the Polish Cipher Bureau is now
well-known. Rejewski found a method of retrieving the first six permutations
of the day (for most days) and set up six equations expressing relations among
various components of the Enigma. After being supplied with the key settings
for a two-month period, he was able to use the equations to solve for the wiring
of the right-hand rotor. Rejewski states that after finding the wiring of the first
rotor, he used the fact the period of the key settings that he was given straddled
two yearly quarters. In these two quarters the rotors were in different orders, so
he was able to solve for a second rotor which was now on the right-hand side in
the second month.

Rejewski’s description of how he discovered the wiring of the second rotor has
led some authors to conclude that if the rotors had not been reordered or if the
period of the key settings had not straddled two yearly quarters, then Rejewski
would not have been able to find the wiring of a second rotor.

David Kahn, in his book ‘Seizing the Enigma,’ says, “Here the Poles had a
stroke of luck. The Germans changed the order of the rotors every three months,
or quarter of a year. Fortunately, the keys that Schmidt had supplied straddled
two different quarters” (2, p. 66].

Stephen Budiansky, in his book ‘Battle of Wits,” comments that “It was true
irony that a procedure intended to enhance the Enigma’s security had under-
mined it; were it not for the changes in the rotor order, Rejewski would have hit
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another impasse ...” [1, p. 102].

The purpose of this note is to show that even if the order of the rotors had not
been changed over the two-month period of the supplied keys, Rejewski, with a
small modification in his method, would have been able to solve for the wiring
of the second rotor {as well as the third rotor and the reflector).

Among the documents which were stolen by Schmidt and eventually passed
on to Rejewski was the ‘Schliisselanleitung fiir die Chiffriermaschine Enigma.’
This gave the daily keying instructions for a two-month period. In particular
it gave daily settings for (1) the initial rotor settings including the order of the
rotors, (2) the ring settings for each rotor, and (3) the plugboard settings [2,
pp. 60-62].

Let us suppose that we have the key settings for a two-month period of sixty
days. Assume also that over that period, the ordering of the rotors remains the
same.

As there are 8% = 1770 unordered pairs of distinct days in the sixty day
period and the chance is '2'16 that for a pair of days, the initial position of the
third rotor is the same, we can expect to find about -2% X 1770 ~ 68 pairs of days
(D, D') where the initial position of the third rotor on day D is the same as the
initial position of the third rotor on day D’. Denote the set of these pairs of days
by T.

In Rejewski’s set of equations [4, p. 277], we already know the left side as well
as S (the plugboard setting) and N (the wiring of the first rotor). Therefore if
(D,D") € T, then for day D we have an equation

A= P*MP*LRL-Ipkp-1p-*
and for day D’ we have an equation
B=P'MPLRL'P'M~'P*,

where A and B are known permutations. In these equations, M is the second
rotor, L is the third rotor, R is the reflector and k and ¢ are integers between 1
and 26 which give the initial position of the second rotor on the respective days.
The integers k& and £ can be easily determined by looking up the ring settings
and the rotor settings for the particular day.

Since

LRL™' = P*M~1P~*AP*MPF
we have
B = P'MP*P*MIP*AP*MP*P! NP,
S0
P~tBP~t = (MP* O M=) (P FAPF)(MP~*-0 1),
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Both P~¢BP* and P~*AP* are known, so we denote them by B* and A*, re-
spectively. We assume that k£ — ¢ > 0 and denote it by a. The resulting equation
is :

B* = MP*M*A*MPo)M1

There are 12 positive integers less than 26 which are coprime to 26. Thus
the probability of two equations having the above form with the same exponent
a which is coprime to 26 is 5% = g=. We have about %% = 2278 unordered
pairs of equations, so we should expect about 2278 x % ~ 40 pairs of equations
such that for each pair we have the same exponent a in both equations and a is
coprime to 26. Note, however, that we may have different a’s for different pairs.

Choose such a pair of equations

B} = MP°M AIMP-°M™
By = MP*M 'AMP~ M,

Multiplying the two sides gives
B}B; = MP*M™*A;A;M P~ ML,

We want A}A} (and BjBj) to be in a conjugacy class of Sys for which the
above equation has as few solutions as possible (for M P*M~1). The conjugacy
class consisting of those elements of Sy which are a product of two disjoint 13-
cycles is the best a[3]. In this case we get 338 solutions for MP*M~!. As a is
coprime to 26, P* has order 26, so we get 26-x 338 = 8788 possible solutions for
M—the wiring of the second rotor. To find the correct solution we must test the
solutions of our equation in other equations of the form

B:B; = (MP" M YA A (MP° M™Y.

The same procedure is followed in solving for the wiring of the first rotor.

Of course, the above method can be modified to find the wiring of the third
rotor as well.

One can see that the above method is just a variation on the method used by
Rejewski to find the wiring of the first rotor. It is very hard to believe that he
would not have thought of this variation had the need arisen.

With only a one-month supply of settings one could still attempt to use the
above method but in order to get enough equations we would probably have to
change the condition that the exponent a is coprime to 26 (although we would
certainly want a to be coprime to 13). This would lead to a greater number of
solutions to the final equation.
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