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FACTORING FOR THE PLUGBOARD -
WAS REJEWSKTI’'S PROPOSED SOLUTION
FOR BREAKING THE ENIGMA FEASIBLE?

John Lawrence

ADDRESS: Department of Pure Mathematics and Centre for Applied Cryptographic Re-
search, University of Waterloo, Waterloo, Ontario, CANADA N2L 3Gl1.

ABSTRACT: We prove a generalization of a theorem of Rejewski. This theorem shows how
one can solve an equation of the form XY = « in a symmetric group, where « is a given
permutation and X and Y are each of order two with a specified number of disjoint
transpositions. The number of solutions is also part of the theorem.

Using this theorem we outline what we believe was the Polish solution (or very close to it)
to the Enigma assuming that one had no data from daily keys. With some assumptions
on independence of events, we show that the Polish Cipher Bureau would probably have
broken the Enigma in just over four years.

KEYWORDS: Enigma, plugboard, Rejewski.

1. INTRODUCTION AND HISTORICAL BACKGROUND

In 1933 Marian Rejewski, a young mathematician working for the Polish Cipher
Bureau, broke the German Military Cipher machine—the Enigma. This remains
one of the most stunning applications of mathematics to cryptoanalysis with
far-reaching historical consequences. Rejewski did this by solving a system of
six equations in the permutation group Sss. In solving the system of equations,
he made use of specific plugboard settings for a sixty-day period, information
supplied by the spy Hans Theo Schmidt through the French Cipher Bureau.
Could Rejewski have solved for the wiring of the Enigma rotors without the
material supplied by Schmidt?

In 1974 Colonel Mayer, the former head of the Polish Intelligence Service,
wrote,

“At the stage in which the research on the Enigma was at that time in
the Polish cryptological section, these documents appeared not to be
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indispensible for the final solution of the problem. But unquestionably,
they facilitated it.”[11]

To some extent this was confirmed by Rejewski when he wrote,

“However, it is known that this set (of equations)
would be solvable if the cryptologist had cipher material for two differ-
ent days; with different plug connections, but with the same or nearly
the same settings of rotors.” [13, p. 279]

“ .. the way to the goal would still be long and tedious, requiring the
checking of many instances. In any case, a method of solving the equa-
tions existed, at least in theory. In reality, the necessary supplementary
data were obtained by a different, far shorter way.” [13]

“Admittedly another approach to the reconstruction of the rotor wiring
was found in theory at any rate. But that approach is imperfect and
laborious . ..; therefore, finding the wiring of the rotors would depend
on luck. In addition, it requires so many trials that it is not clear
whether the director of the Cipher Bureau would have had enough
patience to employ several workers for a long period without certain
attainment of success or whether he would have once more discontinued
work on the Enigma. Hence the conclusion is that the intelligence
material furnished to us should be regarded as having been decisive to
the solution of the machine.” [6, pp. 87-8§]

These comments by Rejewski suggest that although he had a general method
in mind to solve for the rotors without the intelligence material supplied by
Schmidt, only a very general idea existed as to the feasibility of the method.

It is clear that the above ‘laborious method” was the only method that Rejew-
ski had for solving for the wiring of the rotors without the Schmidt documents,
for when he discussed the matter of solving a single system of equations, he
stated, “To this day it is not known whether equation set (3) is solvable.”[12,
p. 258]

These statements led Gilbert Block to conclude, “Rejewski explicitly indicates
that, without further information, it was impossible to solve the permutation
equations.” 3]

David Kahn discusses the ambiguity of Rejewski’s statements and concludes
that,
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“Only in the opinion that such a solution would have required a great
deal of time—‘a number of years,” he wrote in ‘Enigma 1930-1940"—
was he consistent. In any event, any answer to whether Rejewski would
have solved the Enigma without Schmidt’s documents would be hypo-
thetical and thus impossible of proof.” [6, p. 307]

One difficulty in understanding Rejewski’s comments on the difficulty of solv-
ing the system of equations is that he is talking about two different problems.
One problem is that of finding the wiring of the first rotor, given the equations
coming from the first six permutations of the day. This is a problem of solving a
single system of equations. But when Rejewski is discussing an alternate method
of breaking the Enigma, he is talking about solving for the wiring of the rotors
by using two systems of equations coming from two different days in which the
rotor settings are the same. This still leaves open the question of whether a
single system of equations can be solved efficiently.

Because Rejewski’s proposed solution using two systems of equations from
two different days is a much less direct method and requires time to gather the
data required, the question of the feasibility of the method arises. That is what
we look at in this paper.

In this paper we expand on Rejewski’s rather brief explanation of his method,
fill in gaps where particular theorems are needed and try to come to a conclusion
as to whether the method would actually work without an exorbitant amount of
calculations and time.

In Section 2 we discuss the collection of the data and the difficulties to be
overcome.

The Section 3 we state and prove the theorems in algebra necessary to justify
the method. The main theorem here is the one used to factor the plugboard.

In Section 4 of the paper we propose a method for solving the equations.
There is an analysis of the amount of work required.

This leads to our conclusion in Section 5.

In looking at the number of calculations required, we have to have informa-
tion on the number of solutions of certain group equations. This information is
supplied in the tables at the end of the paper.

2. GATHERING THE DATA

The method that Rejewski briefly outlined requires time—mnot just time to do
the calculations, but time to gather the data. Just how much time depends on
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what we want to get from the data. If we require enough data to calculate the
wiring of all three rotors (and the reflector), we need more time than if we only
need enough data to calculate the wiring of two rotors and then find the wiring
of the third rotor by another method.

In order to understand the method, let’s go back to Rejewski’s statements.

In [13, p. 279], Rejewski states that one could use the six equations to solve
for the wiring of the first rotor if “the cryptologist had cipher material for two
different days; with different plug connections, but with the same or nearly the
same rotor settings.” He also remarks that “... such a pair may be recognized
by the fact that they have the same characteristic (but not the other way around
..)7[13, p. 279).

Recall that if on a given day the first six permutations are Py, P, P3, Fi,
Ps, Ps, then the characteristic for that day is the triple of permutations
(P1P4, P2P5, P3P6).

Let us call a pair of days in which we have the same initial position (as wired
rotors—for the first permutation) a collision and a pair of days in which we have
the same characteristic a characteristic collision.

If on a given day X;, ¢ = 1,2,3,...,6, denotes the first six permutations
induced by the rotors and the reflector and V is the plugboard setting, then

P=VXV, i=1,2,...,6.

Therefore P,P,.5 is conjugate to X;Xiys, ¢ = 1,2, 3.

If we have a second day in which the first six permutations induced by the
rotors and reflector are also X;, ¢ =1,2,3,...,6, and the first six permutations
induced by the machine are @y, Qs, ..., Qs, then Q;Q;,3 will also be conjugate
to X;Xi+3; hence Q;Q;+3 will be conjugate to P;P+3 (¢ = 1,2,3). Thus on the
two days the characteristics will be the same.

Suppose that we have a period of n days. We will have @—(—”;—1) unordered pairs
of days and we can expect for a given pair a probability of (6 x 26%)7* that the
rotors will be in the same initial position. Therefore, over the period of n days we
can expect about 7;;1;;3 collisions. Over a four-year period of about 1461 days
we would expect about 10.1 collisions, while over a five-year period of about 1826
days we would expect about 15.8 collisions.

If A,B,C and D are each products of 13 disjoint transpositions, then the
probability that AB and CD are conjugate is about % (This calculation comes
from our tables.) Therefore, given a pair of days, the probability that the two
days will have the same characteristic is about T6166' In a period of 1461 days
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we would expect about 1067 characteristic collisions while over a period of 1826
days we would expect about 1666 characteristic collisions.
In general there are far more characteristic collisions than there are collisions.
One difficulty in finding the collisions is that the characteristic detects the
collision only if the first six permutations induced by the rotors and the reflector
are the same for the two days. If, for a pair of days, we have the same initial

setting for the rotors, thereisa 1— (2—1)2 ~ .348 chance that on one of those days

the second rotor will move at some26point in the remaining five permutations.
In that case we will probably have different characteristics for the two days.
Therefore we can expect that only about 65% of the collisions will be detected
by characteristic collisions, but the ones that are detected will probably have the
property that on the two days the first six permutations induced by the rotors
and the reflector will be the same.

In our method we assume that for each of the pairs of days for which there
is a collision, we can find the first six permutations for each of the days. The
calcuation of these permutations is not just a mathematical problem (although
Rejewski’s Theorem cuts down the number of possible cases considerably). It
also involves judgements made about the tendencies of individual encipherers.
Rejewski discusses at some length how this was done. We quote part of his
description.

“A proper interpretation of the foregoing determination implies that it
will suffice to know the habits of the encipherers in order to completely
reconstruct the message keys.” [14, p. 253]

In any case, when he described the method by which one could break the
Enigma, it was clear that he assumed that these first six permutations were
available. If one has the plugboard settings for a given day then it is must
easier to check that a proposed list of six permutations is consistent, so there is
added difficulty if the plugboard settings are not available. However, Rejewski
makes it clear that in practice they were able, in most cases, to find the first six
permutations without the aid of the plugboard settings.

3. SOME ALGEBRA THEOREMS NEEDED

In this section we state and prove our main theorem. This theorem is used to
show how to factor for the plugboard and it gives the number of solutions in this
factoring. The theorem is a fairly straightforward generalization of Rejewski’s
Theorem [12]. In order to make our description of the methods used as complete
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as possible, we have also restated some basic theorems that we use which are
proved elsewhere.

DEFINITION. Let m and n be integers with n > 0 and m > 0. Let G(n,m)
denote the set of elements of S, which are products of m disjoint transpositions.
If we let |G(n, m)| denote the number of elements of G(n,m), then

n!
2mml(n — 2m)!’

G(n,m)| =

For example, |G(26,6)| ~ 101!, |G(26,7)] =~ 1.31 x 10*2,|G(26,10)| ~ 1.51 x 10**
and |G(26,13)| ~ 7.9 x 10*2.

THEOREM 1 (FACTORING THEOREM). Let o be an element of S,. Suppose
that o has m; i-cycles, ¢ = 1,2,...,n, when written as a product of disjoint
cycles. Let m be a positive integer with 2m < n. Then the equation XY = «
has a solution with X and Y both in G(n,m) if and only if there is a n—2m
element subset S of cycles of « (we will assume that in S there are k; i-cycles,
i=1,2,...,n) satisfying

(1) m; — k; is even for all 1,
and

(2) t= > ks is even.

i even

With respect to a given subset S satisfying the above condition, the number
of solutions of the equation is

H i (my = ky)!
( e
The total number of solutions of the equation is the sum of the above over all
n — 2m element subsets S satisfying the stated conditions.

PROOF. Suppose that the f-cycle (1 2...£) is one of the cycles in the decompo-
sition of a with £ > 1. We want to express « as a product XY of two elements
of order 2. Suppose that the 1-cycle (1) is in the decomposition of X.

In o, 1 — 2, so we must have (1 2) as a cyclein Y. As £ — 1, we must have
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(2 ¢) as a cycle in X. Continuing in this way we have two cases:

x = o (§ ) (4o

and

Y = (1 2)(33)(41&—1)~--<§+1 §+2>---

if m is even or

X = (1)(25)(3@1)--(”71 %-31)
and v s z)(4£—1)---<£—51 642—5> (€;3>
if m is odd.

Of course if /=1,then X = (1)-+- and Y = (1) - -

Notice that in all cases the cycle decompositions of X and Y are completely
determined for the letters 1,2, ..., £ once we put the 1-cycle (1) in X. If £ is even,
then we get two 1-cycles occurring in X (involving the letters 1,2,...,£) and no
1-cycles occurring in Y, while if £ is odd, then we have one 1-cycle in each of X
and Y. In both cases the total contribution of 1-cycles to X and Y involving the
letters 1,2,...,7is 2.

Now the total number of 1-cycles in X and Y is 2(n — 2m) (for X and Y
are both to lie in G(n,m)), so we must have at least n — 2m cycles in the
decomposition of a.

Let S be a n—2m-element set of cycles of . When we express « as a product
we want to choose the 1-cycles from letters that are in the cycles of S. If (12--- £)
is a member of S and £ is odd, then we can choose a 1-cycle for X in £ different
ways and in each case we will get a 1-cycle for Y. If (1 2--- /) is a member of S
and £ is even, then we have é different ways to choose a 1-cycle in X and each
way will give us two 1l-cycles in X. We could also choose a 1-cycle for Y in é
ways and each way will give us two 1-cycles in Y. In order to get n~2m 1-cycles
in both X and Y we will have to divide the set of even cycles of S into two equal
parts and use one part to give us l-cycles for X and one part to give us 1-cycles
for Y. If the number of even cycles is ¢, then ¢ is even and the number of ways of

t!

dividing these t cycles into two equal parts is R Putting these parts together
y
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we see that the number of ways of factoring these cycles in S is

t! J .
|G| LI
2° J-cyclein S j-cycle in §
J even 7 odd
Suppose now that the £-cycle (1 2---¢) is not in S. When we factor this cycle
we want no 1-cycles involving the letters 1,...,4 in either X or Y. If in X we
have (1 u), then in Y we have (2 w), with v # 1,2. We then have (2 v) in X and

so (3v)in Y with v # 1,2, 3, u. Continuing in this way we get

X=0Quw2v)(Bw) - (£t)---
and Y = @u)Ev)dw) (1),

with w,v,w---t € {1,2,...,£}. In the product & = XY we have the two /-cycles
(12---£) and (¢---w v u). Therefore for these cycles of a which are not in S,
the number of cycles of each length must be even. To factor those cycles of «
that are not in S we pair off the cycles so that each pair consists of two cycles of
the same length. If one cycle in a pair is (1 2- - £), then we choose a letter, say
u, from the other cycle and the factorization for that pair of cycles is completely
determined. The number of such factorizations is the number of choices of u;
thus there are ¢ factorizations. .

The number of i-cycles in the decomposition which are not in S is m; — ;.
There are

my~k; _—
27 (2]

ways of pairing off these i-cycles and for each pair of i-cycles we have 4 factor-
izations. Therefore the total number of factorizations involving the letters of o
which are not in the cycles of S is

m;—k; e —ks .
o L 27T ()
Thus for fixed S, the number of ways of factoring « is
f j 1y (5 = )
{( !)2} 1 <§> Il 3 [H (Q—L—Lm"k' (Tibi_;'"kj)v)] '
= !

i
b) j cyclein S j cyclein §
7 even 7 odd
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For fixed j, the number of j-cycles in S is k; and Z k; =t, so we have

7j=1
7 even
j n
[1 <2> =2 ][~
j cycles of S j=1
j even 7 even
n
wd T i = T
j cycles of S j=1
j odd 7 odd

Thus our formula becomes

"”5’” (m; — k;)!
!2 Qt(HJ> H] ()

myky

_ H]mik —k’)
(2 (—2—]—>'

312

This completes the proof of the theorem.

Rejewski’s Theorem is the special case of the above theorem in which 2m = n.
In this case k; = 0 for all j and so t = 0.

The conjugacy classes of the symmetric group S, are in one-to-one correspon-
dence with the partitions of n; thus a conjugacy class is completely determined
by a partition (see Rotman [17]).

Example. Suppose that o € Sy is given by the partition
26=4+3+34+2+24+24+1+1+14+1+1+14+1+14+14+1.

In o we have one 4-cycle, two 3-cycles, three 2-cycles and ten 1-cycles. Suppose
we want to express « as a product XY with X and Y in G(26,6). We must select
for S fourteen cycles (out of sixteen). By the conditions of the theorem we can
leave out two 3-cycles or leave out two 2-cycles or leave out two 1-cycles when
we choose S.

Case 1. Suppose that S is the fourteen cycles of « leaving out the two 3-cycles.
Therefore ki = 10, ks = 3, k3 = 0, ky = 1; so t = 4. For the factoring of the
cycles of S we have

(%5 X @_)3 X (g> x (1)1 = 12 ways.
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For the factoring of the cycles of o that are not in S we have 3 ways. Therefore
the number of ways of factoring « is 36.
Case 2. Suppose that S is fourteen cycles of o leaving out two 2-cycles. There
are 3 ways of doing this. Now ky =10, ko =1, k3 =2, ks =1 and t = 2.
For the factoring of the cycles of S we have
2!

4
Wx§x3><3:36ways.

Since there are 3 ways of choosing S this gives 108 factorizations. Finally there
are 2 ways of factoring the cycles not in .S. This gives 216 factorizations.

Case 3. Suppose that S is fourteen cycles of o leaving out two 1-cycles. There

are (1) = 45 ways of doing this. In this case k1 =8, ky =8, k3 =2, ky =1

and t = 4. In the factoring of the cycles of S we have

4 4 2
<§> X <§> x 3° = 108 ways.

Since there are 45 choices for S we have 4860 ways of factoring « in this case.

The total number of factorizations of o into XY with X and Y both in
(G(26,6) is 36 + 216 + 4860 = 5112.
The size of the conjugacy class of « is

26!

~ 3.22 x 1016,
X F X2 X P 3 g © 32210

THEOREM 2. Let m and n be integers withn > 1, m > 0 and n > 2m. If n
is even (odd) then oo € S, can be expressed as a product XY with X and Y in
G(n,m) only if « is a product of an even (odd) number of disjoint cycles.

PROOF. The number of cyclesin « is Y m;. If nis even (odd), then so is n —2m
which is > k;. As each m; — k; is even, we have Y m; even (odd).

COROLLARY. The equation XY = a, a € Sy, has a solution with X and YV in
(G(26,6) only if oo decomposes into an even number of at least fourteen cycles.
So « must be a product of 14, 16, 18, 20, 22, 24 or 26 cycles.

THEOREM 3 ([5, Theorem 342]). The number of partitions of n into m parts
equals the number of partitions of n into parts, the longest of which is m.

The number of partitions of 26 into 14 parts is thus the number of partitions
of 26 into parts, the longest of which is 14. Such a partition has the form
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14 + a partition of 12, so there are p(12) (the number of partitions of 12) such
partitions. Similarly the number of partitions of 26 into 16 parts is p(10).

THEOREM 4. The number of conjugacy classes [a] of Sz for which the equation
XY = o has a solution with X and Y in G(26,6) is 160.

ProoF. The element o decomposes into a product of 14, 16, 18, 20, 22, 24 or
26 cycles. The number of decompositions is

p(12) +p(10) + p(8) + p(6) +p(4) +p(2) +1 =77+ 424+ 22+ 11+ 5+ 2 + 1 = 160.

Therefore there are at most 160 conjugacy classes for which the equation has a
solution of the required form.

Suppose on the other hand that we partition 26 into k parts with £ even and
greater than or equal to 14. There have to be at least 2(k — 13) ones involved
in the partition. (If there are £ l-cycles, then 26 > 2(k — £) + £ = 2k — £, so0
£ > 2(k —13).) We can form the set S by omitting k~14 1-cycles. The number
of cycles in S is then 14. As the number of odd cycles in the decomposition of
o must be even, the number of even cycles must also be even and the conditions
of Theorem 1 are satisfied.

The following is a rather technical theorem dealing with probabilities (count-
ing) in finite groups.

THEOREM 5. Suppose that C is a conjugacy class of the finite group G. Then
the following probabilities are equal.

1. If (p1, p2, D3, P4, G15 G2, G35 Q4) € (%, the probability that pips is conjugate to
g1g2 and p3py4 is conjugate to ¢3qs.

2. If (p1,p2,p3,pa,u,v) € C* x G2, the probability that pip, is conjugate to
u"piup, and paps is conjugate to vl psups.

3. If (p1,p2, 3, P4, u,v,w, ) € C* x G*, the probability that v~ p;up, is con-
jugate to v lp1vpe and wtpswpy is conjugate to x ™ psaps.

4. I (p1,p2,p3,q1,Q2; g3, w, v, w,z) € C® x G, the probability that
u”'pups is conjugate to vigvge and wlpywps is conjugate to x 1 gaxgs.

d. If (pla P2, P3, P4, D5, P6, 41, 92, 43, 44, g5, q€) € 012 SathﬁeS the COI’lditiOﬂS PiDi+3
is conjugate to gigi+3, ¢ = 1,2, 3, the probability that pip, is conjugate to
q1g2 and pops3 is conjugate to goqs.

PROOF. 1) = 2).Ifa € G is chosen at random, the probability that ¢, = a *piais
|C|™! (where |C| = number of elements of C). Instead of thinking of p1, ps, g1, g2
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being chosen at random, think of p; and p; being chosen at random in C and
a and b being chosen at random in G. Let ¢; = o 'p1a and ¢ = b~ 'pob. Then
192 = o~ 'prad~'pyb which is conjugate to (ab~!)"Ip;(ab~!)ps. But if a and b
are chosen at random, then u = ab™' is also random (for the probability that
ab~" = u for some specific u is |G|™1). Thus the probability that p;ps is conjugate
to ¢1go is the same as the probability that pyps is conjugate to u™Lpiups.

2) = 3) Straightforward.

3) = 4) Choose a,b € G at random and let py, = a " poa and gy = b~Lgob. Let
a'w = w*and b'z = z*. Then w™'pywps = w* a praw*ps = w*  paw*ps and
7 gongs = 2 b gobrtgs = 2% qua*gs. The probability that w=pups, is conju-
gate to
v~ lquge and wlpaups is conjugate to 7 qaxqs is the same as the probability
that u ™" pup; is conjugate to v"1qvgs and w* pyw*ps is conjugate to ¥ gur*gs.

4) = 5) Consider the set C*? with the relation ~ defined by

(291«/]927]93-/294,2?5,176,Q1>CI2, 43,44, 4s, Qfs)
~ (11, Do, D, Py, s Ds» G4 oy G5 Qs 0 06)
if there exist elements u, v, w, z,y, z € G such that

p=uTlpu py=vTlpu ph = wlpgw

Pi=u"psu py=vTlpsv ph=wlpgw

G=r""'qr g=ylpy ¢ =:"lg2

G=r7'0r gs=yTley  gp =2 'gez
This relation is an equivalence relation.

Also note that if

(p1. D2, D3, D4, D5, Do, G1, 92, 43 G4, G5, G6)
~ (P, P D3, Dy D5, Db, 45 @, 0y Gy 05, G5)

and if p;p;is is conjugate to g¢igivs, ¢ = 1,2,3, then Pipiys is conjugate to
%93, © = 1,2,3. Thus the property that p;p;13 is conjugate to 9:iivs, 1 =1,2,3,
is a property of the equivalence class.

Suppose that the above property holds in an equivalence class and that
Py = u'pru, as before. Then p,p, is conjugate to q1q5 and php} is conjugate
to g3gs if and only if (wv™)"'py (wv™)ps is conjugate to (zy™) g1 (wy~1)go and
(vw™") Iy (vw ™ )ps s conjugate to (y27)ga(yz1)gs.

But if u, v, w, z,y, z are chosen at random in G, then uv™!, zy™*, vw™! and

yz~! are also random.
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This completes the proof of the theorem.

We now state without proof two theorems that will be needed. The proofs
can be found elsewhere.

THEOREM 6 (CONJUGACY THEOREM). Suppose that o, 3 € S,. Then the
equation X 'aX = § has a solution in S, if and only if o and 3 decompose
with the same number of cycles of each length (o and § have the same cycle
structure). Suppose that o (and () is the product of m; i-cycles, i = 1,2,...,n.
Then the number of solutions of the equation X taX = 3 is

n

H[zml X myl].

i=1
If this number is not “too large”, then one can efficiently list all of the solutions.
See [8] for a reference.

THEOREM 7. Let n be a positive integer. Suppose that X and Y are chosen at
random in G(2n,n) (in Sa,). Then the probability that XY is in the conjugacy
class consisting of these elements which decompose into products of 2m; i-cycles,

i=1,2,...,n,is
227 (n1)2 L& 1
(2n)! L3 [2m xmy! x i |

See [8] for a proof.
Theorem 7 is used in calculating the tables at the end of the paper.

4. A POSSIBLE METHOD

We now put the results from the previous sections to work in a possible method
for recovering the wiring of the rotors without the use of plugboard settings.

We assume that we have identified the characteristic collisions for a period
of four to five years. Suppose that we have such a characteristic collision. Let
P, P, P3, Py, Ps, Ps be the first six permutations on one of the days and let
Q1,Q2, Qz, Qs, @5, Qg be the first six permutations on the other day. In a period
of four years we can expect about 1067 characteristic collisions while in a period
of five years we can expect about 1826 characteristic collisions.

If the characteristic collision is a collision, then we must have P, P, conjugate
to @1Q2 and P, P3 conjugate to Q2@3. Using Theorem 5 we calculate that there
is about 1 chance in 100 that a characteristic collision will satisfy this property.
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Therefore, we expect to have no more than 20 characteristic collisions which will
pass this test and these will include the true collisions.

Now given a characteristic collision which has passed the above test, once
again let P, Po, Ps, Py, Ps, Ps and Q1, Q2, Q3, Q4, @5, Qs be the first six permuta-
tions on the two days. Suppose that this is a collision. Let X1, Xo, X3, X4, X5, X¢
be the first six permutations induced by the rotors and the reflector. These are
the same on the two days. Let V' be the plugboard setting on one day and let
V* be the plugboard setting on the other day. Then

P, = VX,V i=1,23,4,5,86,
and
Q = VX,V i=1,2,3,4,5,6.

Therefore
Qi — (V*V_l)Pi(V*V—l)_l,
SO
QiQ; = (V'VTHRP(V'VT)™
As we have several choices for P,P; (1 < i < j < 6) (more precisely several
choices for j — i), we can assume that the number of solutions of the equation

Q:Q; =YPPY™!

is at most 2500 (from the tables). This is justified since the weighted number of
solutions for 75% of the cases of the Conjugacy Equation is less than 2500. From
our twenty characteristic collisions, we will end up with at most 50,000 solutions
to the Conjugacy Equation.

Of these roughly 50,000 solutions we want to find those that can be factored
into a product of two elements of G(26, 6). As the number of elements of G(26, 6)
is about 10%!, the probability that a permutation in Ss¢ will factor into such a
product is at most % ~ 2.47 x 1075, The permutations that do factor are
members of 160 conjugacy classes (Theorem 4). From our (at most) 50,000
solutions we can expect at most 20 will pass the test.

We now use the Factoring Theorem to factor each of these permutations into
a product of two elements of G(26,6). As the weighted mean for the number of
solutions of XY = « for 90% of the products XY is less than 1200 (this comes
from the tables), we can solve the equation XY = « for those o for which the
number of solutions is at most 1200. If we started with eight equations (among
the 20) for which we can solve for the plugboard settings, we may be only left
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with seven such equations that we can solve. For the (at most) 20 equations
we will have at most 24,000 factorings and, hence, 48,000 possible plugboard
settings. Which of these are plugboard settings for the given days?

Suppose that (V,V*) is a factorization of X from the equation Q;Q; =
XP,P; X1, Suppose, as before, that Py, Py, P3, Py, Ps and P; are the first six per-
mutations on one day and that @1, Q2.
Q3, Qu, Qs, Qg are the first six permutations on the other day. If V is the plug-
board setting for the first day and V* is the plugboard setting for the second
day, then

VIPVCTYWR LV

is conjugate to
V—1Pi+lvc_lv_1-Pi+2VC7 1= 17 27 37 4a

and
VIV eIV Qi VO
is conjugate to

VI VOV Qun V0, i=1,2,3,4.

(See [8] in the discussion after Theorem 4.) As before, C is the 26-cycle
(12 -+ 26). i

These conjugacy relations should be independent as they describe the internal
workings of the Enigma machine through the permutations. Therefore, these
eight conjugacy relations should happen with a probability of about 1078 (recall
that the probability of one holding is about one in ten). This allows us to reduce
our 24,000 pairs to a few possible plugboard settings.

In Rejewski’s system of equations there are six equations for the right-hand
rotor for each plugboard setting. The estimate for the number of solutions for
W, the right-hand rotor, in [8] suggests that it is likely that we will have only a
few solutions for each rotor and a final determination of the correct wiring can
be made empirically.

If we start with eight collisions and solve completely for seven, then there is
better than an 82% probability that we will obtain the wiring for all three rotors.
To have these eight collisions in the equations that we are solving we will need to
have about 12 collisions (recall that only about 65% of collisions are detected by
characteristic collisions). As we stated earlier, to have about 12 collisions should
take somewhat more than four years.
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5. CONCLUSIONS

The main limitation to Rejewski’s proposed method for breaking the Enigma
without initial setting is the time required to gather the data. Although a con-
siderable amount of calculations have to be done, it appears that this amount
is not unreasonably large. In order to have a reasonable likelihood of success,
one probably wants about eight collisions (although this is not necessary) and to
collect these would require about four or five years. This is an estimate of the
time required to recover the wiring of all three rotors.

If one only needed to recover the wiring of two rotors, then less time would
be required. In this case one would use some other method to recover the wiring
of the third rotor.

6. THE TABLES

Two partial tables are provided to justify our calculations.

Table A deals with the conjugacy classes [a] of Sag for which the equation
XY = o has a solution with X,Y € G(26,13). Column I is the conjugacy class
described by the number of cycles of each length. For example, 2x8+2x3+4x1
means two 8-cycles, two 3-cycles and four 1-cycles. Column IT is the approximate
probability that if X and Y are chosen at random from G(26,13), then XV is
in the conjugacy class. Column III is the number of solutions of the equation
Z7'aZ = « for the conjugacy class [@]. Column IV is the weighted number of
solutions of the above equation. This is Column II times Column III. Column V
is an approximation of the probability (Column II) squared. Column VI is the
number of solutions of the equation XY = «, with X, Y € G(26, 13).

Table B deals with the conjugacy classes [a] of Sag for which the equation
XY = « has a solution with X and Y in G(26,6). Column I is the conjugacy
class. Column II is the conjugate partition of the partition in I. Column III is the
approximate size of the conjugacy class. Column IV is the number of solutions
of XY = a with X,V € G(26,6). Column V is the approximate probability that
if X and Y are chosen at random from (G(26,6), then the product XY is in the
conjugacy class.
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I I III v A% VI
2x13 .248 338 83.8 | .0616 13
2x12+2x1 134 576 77.2 | 0181 12
2x11+2x%x2 073 1936 | 141.3 | .0054 22
2x11+4x1 .019 5808 | 110.4 | .0004 33
2x10+2x%x3 .054 3600 | 194.4 | .0029 30
2x10+2%x2+2x1 .040 3200 | 128.0 | .0016 20
2x10+6x1 .007 | 144,000 | 1008.0 | — 150
2x94+2x4 .045 5184 | 233.3 | .0020 36
2x9+2x3+2x1 .030 5832 | 175.0| .0009 27
2x9+4x2 011 62,208 | 684.3 | .0001 108
2x94+2x2+4x1 54
2x9+8x1 945
2x8+2x5H .040 6,400 | 256.0 | .0016 40
2x8+2x4+2x1 .025 8,192 | 204.8 | .0006 32
2x8+2x3+2x%x2 017, 18,432 | 313.3| .0003 48
2X8+2x3+4x1 72
2x8+4x2+2x1 96
2x8+2x2+6x1 240
2x8+10x1 7,560
2xT7T+2%x6 .038 7,056 | 268.1 | .0015 42
2x7+2x5+2x1 .023 9,800 | 225.4 1 .0005 35
2X74+2x44+2x2 .014 | 25,088 | 351.2| .0002 56
2xT7+2x4+4x1 .014 | 75,264 | 1053.0 84
2x74+2x3+2%x2+2x1] .001 42
2x7+4x3 .013 | 190,512 189
2X7+2x3+6x1 315
2XT+6x2 840
2x74+4x2+4x1 252
2XT+2x2+8x1 1,470
2xT7+12x1 72,765
4x6+2x%x1 011 | 62,208 | 684.3 | .0001 108
2Xx6+2%x5+2x%x2 013 | 28,800 | 374.4| .0002 60
2Xx6+2x5+4x1 013 90
2x6+2x4+2x3 011 ] 41,472 456.2 | .0001 72
2X6+2x4+2x2+2x1] .008| 36,864 | 309.6 48

359




Volume XXIX  Number 4

October 2005

CIYPTOLOGI

20T X 9T'F | 042

.01 X 697 | 912

¢ OT X GT'T | 29T

¢ 0L X 6S1
e 0T X 1¥'E
<01 X 60°C
201 X 80°C
201 X 929
c_01 X 13°G
¢« 0T X €£°8
20T X 29T
e 01 X 60°¢
¢ 01 X €7'C
20T X 90T
2 0T X 1€°L
20T X G9'E
¢ 01 X 8T°C
. 0T X T8'T
2 0T X €7'C
L, OT X PT°T
¢ 0T X 0L°G
»_0T X 9G°F
00T X 246

G0T X FGT
0T X 41T

10T X GT°2

62 | 901 X 1671
0vT | .01 X 87'C
08T | ¢0T X OT'T
00Z | ¢,0T X 30T
0.7 | ¢,0T X 2ET
OVe | 4,01 X LT'C
VZE | 01 X 2877
987 | ,.0T X €7°¢
01% | ,,01 X GF'T
00¢ | ,,01 X 01’8
08% | ,:0T X 08¢
09€ | ¢:0T X €0°C
98F | ,;0T X 0G4
0S€ | ¢;0T X 1G9
0ev | ;0T X¥ET
ovs | 0T X 09F
V0S | ;0T X 92
029 | 4:0T X F0'6
96 | 40T X €0°9
¥26 | 0T X €01

TXE+PXT+9XT+FI X1
CXT+PXTI+9XT+HFIXT
ITXT+SEXT+IXTHFIXT
IXZHFTXT
TITXGHLXTH+FIXT
ITXg+eXg+LXT+HFIXT
TXT+EXGH+HLXTHTITIXT
TXCHEXTHFIXTHFIXT
CXTHEXTHIXTHIIXT
IXT+HPXT+HLXTHTITIXT
SXTHIXTHFIXT
IXP+HEXTHFIXT
TXZ+HTXT+HEXTHFIXT
TXV+HEXT+HFIXT
IXTHEXT+HEXTHFITIXI
PXT+HEXT+FI X1
IXE+EXT+HPIXT
TXg+exXg+6xXg+FIx1
EXe+6Xg+HIT X1
TXGHOIXT+FI X1
CXTHOIXT+FIXT
TXTHTIXTHFIXT
CIXT+HFIXT

(Adar 1]

d °[qe], wwSruy

ITX8+egXxg+Exg+GxT
ITX8+TXGHEXTHTXT
TX8+TXTHEXPHTXT

ITX8+EXxQ
TXL+Ex9+ZxT1
ITXL+TXGHEXTHIXT
ITXL+TXG+TXT+HEXT
TXL+TXP+EXg+HEXT
TXL+EXVH+EXT+T X
TXL+TXEFEXE+HTXT
ITXL+TXg+HEXSG
ITX9+7X2L+9XT
TX9+TX9+EXT+GXT
X9+TX9+Txg
XGHEXGHT X1
X9+ XV +EXT
XG+TX8+E X
XLEEXT+HT XTI
XG+TX9+EXE
XP+eX6+7 X1
XY+ X8+EXY
TXEHEXO0T+EXT
ITXg+eXal

-+

!B B B [ B e [ ]

%9

—i
X
¥e)
+

TT0Z 200100 2 6€:9T I feuozuy Jo AiseAalun] Aq papeojumoq

360




Factoring for the Plugboard

Lawrence

¢ 0T X G]'T
¢ 0T X 8.%
e 0T X 10T
¢ 0T X 8,
5 0T X PL°T
e OT X VLT
¢ 0T X G69
¢ 0T X G69
¢ 0T X G6°9
c 0T X 6€°T
- 01 X 80°C
0T X 6T
e OT X TO'T
e 0T X 176
0T X LT
¢ 0T X769
e 0T X751
0T X GT'T
¢ 0T X 081
- 0T X 99T
e 0T X €T
0T X T84
. 0T X E€T°¢
¢ 01 X 69'8
01 X §%°9

681
80T
prdd
0zl
96
¥a
(@3
78
06
921
801
0ST
0ct
91
081
124!
GE1
TG
ov
9g1
0ct
0g1
91
091
08T

00T X 08°6
0T X 287
10T X €51
20T X 26T
00T X I8'T
101 X TT'E
10T X 69°6
20T X 1278
0L X TLL,
10T X 0T'T
0T X €6°T
01 X 92°6
10T X 89'8
20T X 2L°G
0T X 7G°T
101 X 38F
0T X PT°T
00T X 71T
10T X 97°¢
10T X 72T
0T X 60°T
2101 X 137G
0L X €61
0T X €7°G
gt0T X L€

ITXVP+7VXG+PI X1
TXE+TXT+TXg+HPIXT
TXGHITXGHPIXT
IXTHEXTHFXTHFIXT
TPXEHVIXT
TXLHGEXT+HPIXT
TXGHFTXTHEXTHFIXT
ITXE+TXZHEXTHTIIXT
IXT+TXE+GEXTHFIXT
ITXPH+EXTHGEXTHFTXT
IXC+TXT+HEXTHFEXTHFIXT
CXCHEXTHEXTHTIIXI
ITXT+HEXZHEXTHTFIXT
IXE+HPXI+EXT+HPIXT
ITXTHZXTHIPXTHGXTHPIXT
EXT+HPXI+EXTHFIXT
ITXg+SEXZ+FIXT
CXTI+EXG+HVIXT
TX9+9XT+HPIXT
TXP+CXT+H9XTHFIXT
ITXG+HoXg+HIXTHPIXT
TXE+HOXTHPIXI
TXE+EXTHIXTHITXI
EXg+HOXTHITIXT
ITXT+EZXT+HEXTHOXTHFIXT
afar|m[]r]

ITXO0T+EXg+IXT

TXOI+FEXCHIXT+gxT

ITXO0T+EXg+Gxg

TXOI+EXT+HFXEHGXT

TX0T+¥7x¥

TX6+eXT+6XT
IX6+TXe+EXT+EXT
ITX6+ZTXE+FTXT+HLXT
XE+TXE+EX1T+IXT
X6+TXTH+EXTHLXT
XZH+EXT+HIXT+HIXT
X6+TXCHEXT+HGXE
X6+TXT+HVXg+HEXT
XE6+TXT+EXEHIXT
XT+EXTHIXT+HGEXT
X6+ XT+EXTHTXE

ITX6+EXFT+HTXT
ITX6+EXE+HTXT
ITX8+TXG+8XT
TX8+e XV +EXT+HLXT
ITX8+TXF+FXT+OXT

TXQ+eXp+Gx¢g
ITX8+TXe+EXZ+OXT

ITX8+TxXg+Fxg
TX8+EXE+HEXTHIXTHEXT

—i
X
=2
+

i
X
o
+
= ] = N ] i

TTOZ 4800100 72 6€:9T e feuozuy Jo AisieAiun] Ag pspeojumoq

361



Volume XXIX  Number 4

October 2005

CI¥PTOLOCIA

0T X ZF'8
0T X 0T
¢ 0T X 1T
0T X €5°C
,_0T X 70°G
»_0T X F0°G
,_0T X F0°G
0T X 707G
»_0T X 0€°G
»—0T X 70°G
e 0T X TOT
,_0T X €97
,_0T X €8T
50T X S0°G
,_0T X 69T
50T X 96°9
¢« 0T X 8L
0T X 807
0T X 84T
e 0T X FOT
¢ 01 X 82
¢ 01 X 99°G
- 0T X G§°G
«—0L X 80T
¢ 0T X 8L

i1
Ve
67
(44
0€
9€
or
v
18
8V
S0t
24
9¢
09
gel
o€
29
87
0L
2t
CL
V8
06
Gl
001

00T X 28T
00T X GL'T
0T X 69°8
L0 X GT'T
;0T X 89T
0T X 07T
0T X 92T
0T X 08T
o101 X 729
0T X G0'T
o101 X 296
00T X 89°F
00T X IGF
0101 X '8
00T X G€'T
0T X 28T
0T X GT°G
0T X VET
0T X 16°€
L 0T X €6'T
0T X 98¢
10T X 399
0T X AT°9
10T X 68°C
0T X 8L°C

XpP+TXT+HITIXIT
XTH+ETXEHPIXT
TX9+FIXT
TX6+EXTHTIXT
ITXL+TXTHEXTHIIXT
ITXGHTXGHEXTHIIXT
TXEHTXE+HEXTHIIXIT
ITXT4+TXPHEXTHITIXT
ITX9+EXTHIIXT
XP+ZXI+HEXGHPIXT
XTHTXGHEXGHVIXT
TXEHEXEHIIXT
ITXE+HEXEHTIIXT
IXTHZXT+HEXEFTIXT
EXPHIIXT
ITXQ+FXT+HIIXI
TXO+ZXT+TXT+HFIXT
ITXVP+TXe+FPXT+HPIXT
TXZHTXE+FTXTHFIXIT
TAXYHIXT+PIXT
IXGHEXT+IXTI+HFIXT

T
1

1
1

ITXEHTXTHEXT+HTXTHIIXIT
TXT+ZXTHEXTFIPXTHIIXI

ITXGH+EXT+HTXTHITXT
TXTHEXEHTXTHFIXT

FEFFIEIE

T
1

ITXEI+GXT1+6XT
TXZI+HIXT+EXT
IXgIl+1IXg
TXIT+eXg+TIXT
ITXII+EXT+EXTHOTXT
ITXTI+HZTXT+HTXL+6EXT
ITXTII+TXTHFEXT+H8XT
ITXII+ETXT+HIXT+HLIXT
TXIT+HEXGHEXT
ITXII+EXTH+TXT+EXT
ITXIIH+EXTHEXT+HIXT
ITXIT+EXT+IXE
ITXII+HTXg+HLXT
IXIT+FXT+HEXTHIXT
ITXII+géxg
TXOL+EXE+0TXT
TXOI+CXG+HEXT+H6XT
ITXOL+CXe+PXT+8XT
ITXOL+ZTXZ+EXT+HLIXT
ITXQI+TXg+9XxzT
TXQI+ZXT+EXGE+HEXT
XOQL+TXI+EXT+HIXT+HLXI
XOT+ZXTHEXTHEXT+HIXT
ITXOI+EXT+Pxg+9x1
TXOI+EXT+HPXTI+EXT

TTOZ 00100 2 6€:9T I feuozuy Jo Aysieaiun] Aq papeoumod

362



Factoring for the Plugboard

Lawrence

,_0T X 8L°¢
¢ 0T X 187
¢ 0T X 8L
¢ 0T X 09°¢
¢ 0T X 69°€
¢ 0T X 0T°L
¢ 0T X 2€°6

¢ 0T X 16°8

20T X GO'T

o~ 0T X T5'T
e 0T X 6T'T

¢ OT X €T'8

001 X 2779
¢ 0T X ITF
¢ 0T X gF'8
¢ 0T X 08V

00V 16V
085°z6¢
096°¢
810°¢
0sv'e
0L0°S
780V

o1v'y
TIT'S
ov0°s
v9°9
02L9
el

4l

€€
0¢

20T X 122,
10T X T€°2
10T X ZO'L
otOT X LT°T
10T X GO'T
ot0T X OF'T
o10T X €T
10T X 08°Z
»10T X 97°€
0T X Z8¥
10T X €61
10T X 70°6
10T X CT'E
10T X GT°2,
0T X 28
00T X TV
or0T X 64T

<01 X 88°¢
00T X TT'T
10T X 854G
p10T X IG'T
r0T X 86
o101 X TG°E
010 X §G°C
10T X 0T'Z

IXT+eXe+HEXTHRIXT
TITXTHLIXT+HBIXT
TXT+HTXIT+EXT+TXTHOTIXT
ITXE+ZXTHGEXT+HOTXT
IXT+EXg+GXTHIIXT
IXZ+EXT+EXTHIIXT
TXTHEXT+HEXTHITXT
ITXT+PXT+GXTHITIXT
GXg+I9TXT
TXVP+OXTHIT XTI
IXG+eXT+9XT+IIXT
TXGH+HIXTHIIXT
ITXTH+HEXTHOXTHOT XTI
FXT+HIXT+OT X1
IXE+HEIXTHITXT
ITXTHEXT+HIXTHITIXT
EXTHIXT+OIXT
ITXg+H8XIT+0I XTI
TXT+HEXT+HOT X1
ITXT+EXT+I9T X1
OTXT+9T X1
TXZI+PIX1T
TXOT+EXT+HPIXT
TX8+TXG+HFI XTI
TX9+TXE+HFIXT
[adar[mu[r]

TXGIHEXTI+HPXT+HEXT
TXIT+ZX9+EXT
ITXGI+EXT+HEXT+HTXTI+CXT
TXII+TXE+FEXTHIXT
IXIT+EXT+EXT+HFXTHEXT
TXTT+TXZ+HEXTHEXT
TXIT4+ZXg+HEXT+HTXT
TXTI+ZXTI+EXEHT XTI
ITXIT+EXG
ITX0I+gXg+9XT1
XOQL+TXT+EXTHEIXT
TXO0I+EXV+T x¢
TXQOI+ZTXe+EXZHTXT
TXO0T+EZXZHEXT
TX6+CX9+TXT
ITX6+EXG+HEXTHT XTI
ITX6+EXV+HEXE
TX8+TXL+TXI
TX8+TX9+EXT
TXL+EX8+EXT
TX9+TX0T
TXEI+EIxXT
TXGI+e X T+GIXT
TXEI+EXTHTIIXT
ITXZI+PXT+H0IXT

—i

TTOZ 4800100 72 6€:9T e feuozuy Jo AisieAiun] Ag pspeojumoq

363



Number 4

Volume XXIX

October 2005

CRYPTOLOGH

=0T X 00°T | 00G‘T6LT6E°00T | T 9 X 1
60T X 69°T | OTT°LTV €VT'e 005°S TITXZ+IT XTI
g—0T X LL°G | 0V9°01€'68¢°T 0887T TXT+ITXT
,—0T X 69T | 052°%E8°901 0GL‘8LG‘T ITX¥P+2e X1

00T X 12°€ ~ 0V0°252 | 1,01 X 9T'T ‘ TX8+BI X1
501 X 8L°€ | 09C'TVV | ;01 X 298 TXE+TXT+EXT+BIXT

fadat]m]uln]

TTOZ 4800100 72 6€:9T e feuozuy Jo AisieAiun] Ag pspeojumoq

TX9g
TXE+EXT
IXget+oxg
TX1g+6x1

TXLI+6X1

ITXGI+TXT+EXT+IXT

364



Downloaded by [University of Arizona] at 16:39 24 October 2011

Lawrence Factoring for the Plugboard

REFERENCES

1. Bertrand, G. 1973. Enigma, ou la plus grande énigme de la guerre 1939-
1945. Paris, Plon.

2. Bloch, G. 1988. Enigma Avant Ultra, Paris (privately printed). Translated
by C. A. Deavours in Cryptologia.

3. Bloch, G. 1987. Enigma before ultra. Polish work and the French contri-
bution. Cryptologia. 11(3): 142-155.

4. Bloch, G. 1987. Enigma before ultra. The Polish success and check (1933-
1939). Cryptologia. 11(4): 227-234.

5. Hardy, G. H. and E. M. Wright. 1965. The Theory of Numbers. 4th Ed.,
New York: Oxford University Press.

6. Kahn, D. 1983. The spy who most affected WWIL. In Kahn on Codes.
pp. 76-88. New York: Macmillan.

7. Kozaczuk, W. 1967. Bitwa o tajemnice: Stuzby wywiadoweze Polski i Rz-
erzy Niemieckief 1922-1939. Warwaw Ksiazkal Wiedza.

8. Lawrence, J. A study of Rejewski’s equations. Cryptologia. 29(3): 233-247.

9. Lisicki, T. 1979. Die Leistung des polnischen Entzifferung sdienstes bei der
Losung des Verfahrens der deutschen ‘Enigma-Funkschliisselmachine’, in Jiingen
Rohwer and Eberhard Jackel, eds., Die Funkaufklirung und ihre Rolle im 2.
Weltkreig. Stuttgart. pp. 166-186. (

10. Lyndon, R. 1980. Equations in groups. Bol. Soc. Brasiliero de Mathemat-
1es. 110 79-102.

11. Mayer, S. 1974. The breaking up of the German ciphering machine
‘Enigma’ by the cryptological section in the 2nd Department of the Polish Armed
Forces General Staff, manuscript, Pifsudski Institute of America, New York. 9
pp. Written May 31, 1974.

12. Rejewski, M. 1984. How the Polish mathematicians broke Enigma, Ap-
pendix D. In Enigma, by W. Kozaczuk. Bethesda MD: University Publications
of America, Inc. 246-271.

13. Rejewski, M. 1984. The mathematical solution of the Enigma cipher,
Appendix E. In Enigma, by W. Kozaczuk. Bethesda MD: University Publications
of America, Inc. 272-290.

14. Rejewski, M. Enigma 1930-1940. Methoda i historia rozwi zania niemieck-
lego szyfru maszynowego (w. zarysie), 31 pp. Available at the website
www . spybooks.pl/en/enigma.html.

15. Rejewski, M. Czy bez dokument w uzyskanych drog wywiadu by o mo liwe

365



Downloaded by [University of Arizona] at 16:39 24 October 2011

CIVPLOLOGIA October 2005 Volume XXIX  Number 4

rozwi zanie “Enigmy”? (Was it possible to break Enigma code without Asche’s
documents?), 1 page. Available at website www.spybooks.pl/en/enigma.html.

16. Rejewski, M. Szkic methody zomania szy fru Enigma bez pomocy materiau
wywiado wezeo (How to break Enigma cipher without any outside assistance), 2
pages. Available at website www.spybooks.pl/en/enigma.html.

17. Rotman, J. 1984. An Introduction to the Theory of Groups. Upper Saddle
River NJ: Allyn and Bacon.

18. Welchman, G. 1982. The Hot Siz Story. Breaking the Enigma Codes.
New York: McGraw-Hill Book Co.

BIOGRAPHICAL SKETCH

John Lawrence is a graduate of Carleton University and McGill University. He
teaches mathematics at the University of Waterloo.

366





