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Enigma Message Procedures Used by the Heer,
Luftwaffe and Kriegsmarine

DIRK RIJMENANTS

Abstract This paper is an effort to merge existing information about the message
procedures, the enciphering methods and the required documents used with the
German Enigma cipher machine by the German Heer (Army), Luftwaffe
(Air Force) and Kriegsmarine (Wartime Navy) during the Second World War.

Keywords Doppelbuchstabentauschtafel, Enigma, Heer, Kenngruppenbuch,
Kriegsmarine, Luftwaffe, Machinenschliissel, Wehrmacht

Introduction

The Enigma cipher machine was used extensively in all parts of the German forces
during the Second World War. Many different key sheets, code books and proce-
dures were applied in order to secure the communications with the Enigma. This
paper does not intend to describe all existing ways this was done, but explains the
procedures, methods and documents that were commonly used.

Different parts of the German Armed Forces often used slightly different proce-
dures or documents to apply these procedures. This could be due to differences in army
unit structures, other security regulations or other technical means. An example was the
complex Kriegsmarine procedures with special key management and enciphering proce-
dures, applied as a security measure. Another example, due to different technical means,
was the Luftwaffe (Air Force) introducing the Enigma Uhr and the rewireable D reflec-
tor, which had an effect on the key setting procedures and required other key sheets.

In general, we can divide the message procedures into two main procedures: the
Heer/Luftwaffe and Kriegsmarine procedures. The main difference between these pro-
cedures is the way they select the Spruchschliissel or message key, the initial start pos-
ition of the Enigma rotors. The Heer/Luftwaffe used random message keys and the
Kriegsmarine relied on a complex system of encrypted message keys and various key
sheets and code books. This paper describes these two most commonly used procedures.

Without a doubt, the Enigma machine provided strong encryption for those
days. However, communications security requires more than a good cipher machine,
message procedures and key management. The Polish Cipher Bureau was the first to
develop a successful attack on the military Enigma. Unfortunately, in 1939 the
Bureau was no longer able to break the codes due to increased sophistication in
the design of the Enigma, new procedures and lack of funds for the code breakers.
When Germany invaded Poland, the Polish knowledge and several replica Enigma
machines were handed over to French and British intelligence.
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The Polish achievements inspired the Allies, who initially considered the military
Enigma too strong to tackle. The Allied codebreakers used a combination of Signal
Intelligence, tactical information, military operations, innovative technology and math-
ematics to create a wedge in this relatively secure machine. Unsafe procedures, poor
application of these procedures and tactical mistakes turned the Enigma machine into
the Achilles heel of the German war machine. Germany kept on using Enigma in all
parts of their forces, which resulted in catastrophic consequences for Nazi Germany.

The Heer/Luftwaffe Procedures

To obtain secure communications, the Heer (German Army) used several procedures
to transmit and receive messages. For a message to be correctly encrypted and
decrypted, both the sender and receiver needed to set up their Enigma in exactly
the same way. These settings were distributed on key sheets. For reasons of security,
different parts of the armed forces had their own network, with different key sheets
and with a network having its own codename [4, 11].

Each key sheet contained the following information [2, ch. IV-V]:

Walzenlage: Choice and order of wheels

Ringstellung: The ring setting, the position of the rotor wiring, relative to the
alphabet rings

e Steckerverbindungen: The plug connections on the plugboard

o Kenngruppen: Groups to identify the key to the receiver.

The key sheets were distributed beforehand and contained the basic settings for a
whole month, one per day. In general, the key sheets were in the custody of an
officer responsible for setting up the machine rotors and ring settings.

The order of the days is reversed (Figure 1) for practical reasons. The officer,
responsible for handing out the key for that day, could snip off the current day at
the bottom of the sheet and give it to the radio operator to set the machine. After
being used, the strip of paper with the key for that day was destroyed.

Geheime Kommandesache! - Armee-Stabs-Maschinenschliissel Nr. 28 Ak 00008
NI e Pagaavn wiuchmss fiir Okwher 1944
| oatue Woleubge | Freerlliog | Stecherseilindungen heangruppen |

t u w v 1 M o1y 16 | KL 1T PG HY XGNP VR JB 5B 06 skm  og1 ne) glp |
5t 0 w nom » 14 11 l+IN* YO QB ER DK XU GF TV 51 LM ine  udl pam  lax
st 2. T VoIV | 9 @ M | G0 HL CQ WM oA PT En TR ON VI ncl eld yhp nip
st W, |.av ot I W ot 3 | Yr BX oV 3N UD IR ! 4 oA RQ | tql nle xky edt
st . v 1 v L e Iy KX 3J EP AC TB HL M¥ QS DV Of bve sur ccet lqe
St i 2. w 1 v W1 ool | oYY GT 0QeWN Pl 3K LD AP NI BO shx  quh  gie  LEW
HEE: v oIy W 13 M 17 | QR OB KA MW v e yi OF IK PE | tea pnc uid ol
st Jwr ouo v [ e moaa | RS ORC WK G0 YQ AKX FH VI IL PP | nfi mes bk yes
st | Vv 1L m | # 3 & | EY DT KF MO AT 4N w3 IL IV JA [ lsd nuo vor vox
st o» TG IV | @ 1 w2 | Bl SBE OJ XF HA 3B V4 UY KW LR [ yii rwy rdk nso
st |l ;| v M| w 2 W | G JE TG KF %2 IL W 8D UQ EC | oma mlv JJy igh
s« | o |'v 1w 12 2 w8 | TF BQ AV i FY NL WI 3J ME GD:| x41 pgs eeh  iod
st [ woomrom o e 03 3 | 3% EU AC GD KP VO Q§ MW ML RM [ vpj 3qe ra cgm
st M mom oy o 2w oM KL DB .ST A8 PE B N I oxd - lmre-deu- gEee] - =
at " w I ! 12 owmon ME AX BFP WY 3D TM rJ A€ IL KQ tak pis  kdn  Jvh g
St J 16. T It Imi| o 14 15 W1 AB MO TF RX 87 QU V¥ YN EL [ pzg wsve wyt iye
sufas fTmmoonv G 14 02 | 0T YC EJ KA KX Pn IS WB M %V [ bhe wim yik evp
Sl T % V| 3™ o 1l ar <o owr Y so qv NI WE DF ox | fax ty) tes tye
st | vty Vo[ e 3% 10 | cx KM Jxk DQ 19 TL HE MF KP WA | 2fo bir zex kva
[T Lm0 s | g YE WK AT 03 TO HR PK FS CM | upo ant e pws
st o0 ¥ T T4 17 1} ™ | 5S¢ @0 PA LA PN Hl YK T DE Bl | vdn ego wey uti
[TRANTY T v IV | % 07 e | S¥- AQ NF FO VY UK MK CL HT 1J | rp) anw ypr mho
e I v | 1? e v | Ef E5 GE KB 5P UA LD €Q JM YV [ knq ysq rh) t1)
PO N B (R | S o1 2 | QY 00 ST EA CcB- WD KL JN VE U | lro ave axbh Rws
st |, mnontoI o 13 O | BA F5 TH J¥ VK Fl CU QA OD WM | aty abb mve jme
5t 6. wov M 10 0 | IR HQ NT Wz V¢ OY oFf LP BX AK | bho 1wo zgx ror
ne s u v I 0 2 14 | NK 60 AQ XT DLW [A SL SY PJ ER| bok' rzw kzo ryl
stoo4 |Twvonmor ISl M KD fo co pw M KY MT QL VA Of | kpk php xmo  pfw
CIORIE N I S @ 2 e | DY CF WN OV QN U RA"TI dL- SM | biy nkt gtn pve
=t | 2| 1 vo| S s oW | Dno vy ors K TU MR AQ 0T YO PO q fqw oly Ted |
Bt oW1 m e | ac ns ma wN MY UV FJ PE TR OK ol ooi ywv sfb,

Figure 1. An Army Staff machine key.
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The Kenngruppen

To identify the key that was used for a particular message, the operator had to insert
a five letter group called Buchstabenkenngruppe (letter identification group) as the
first group of the message [2, ch. V]. The Buchstabenkenngruppe is composed of
two randomly selected letters and one of the four possible three-letter Kenngruppen
on the key sheet for that day. If we take day 31 from the Army Staff key 28
(Figure 1), we see the Kenngruppen JKM, OGI, NCJ and GLP. In this case, some
examples of a correct Buchstabenkenngruppen are FDJKM, KVOGI or QNNCI.
The letters of this five-letter group could be permuted in any order. This five letter
group at the start of the message should not be encrypted with the rest of the mess-
age! If a message was divided into several parts, the operator had to insert another
Buchstabenkenngruppe for each part of the message. When counting the letters for
the message header, the five letters of the Buchstabenkenngruppe must be included.
The receiving operator immediately recognized which key was to be applied by look-
ing at the last three letters of the first group.

The army dropped the use of Kenngrruppen on 1 Sept 1943, and the Luftwaffe
followed on 1 Nov 1943 [5, p. 84][10, pp. 72-73] [7, p. 106]. The same happened with
other services like the SS, but some surviving key sheets from 1945 do carry the
Kenngruppen as before.

The Message Key

The setting of the machine was typically valid for one day in the Army and Air Force
(the inner settings of Navy machines were valid for two days, as described later on).
Using the same settings for a large number of messages would increase the statistical
amount of data available to break a particular key. Therefore, each message was sent
with a different start position for the Enigma rotors, randomly selected by the oper-
ator. This was called the Spruchschliissel or message key.

Until 1938, the German military used the daily key and base setting
(Grundstellung) [6, pp. 48-49][10, pp. 447, 518], according to the key sheet. The oper-
ator selected a random message key. This message key was encoded twice, to exclude
errors. As example, the trigram GHK is encoded twice, resulting in XMC FZQ. Next,
the operator moved the rotors to the message key GHK and encoded the message. The
two trigrams, being the encoded message key, were transmitted, together with the
message. The receiver sets his machine on the base setting, as described in the key
sheet, and decodes the trigrams XMC FZQ back into the GHK message key. Next,
he sets the message key GHK as the start position on his machine, to continue decod-
ing the rest of the message. However, this procedure was actually a security flaw. The
message key is encoded twice, resulting in a relation between first and fourth, second
and fifth, and third and sixth characters. This security problem enabled the Polish
Cipher Bureau to break the pre-war Enigma messages.

However, German cryptologists were aware of the security flaw, and from May
1940 on, the Heer/Luftwaffe changed the message key procedures to increase secur-
ity. Heer/Luftwaffe radio operators now selected for each message a new randomly
chosen base setting or Grundstellung, let’s say WZA, and a random message key or
Spruchschliissel, let’s say SXT. He moved the rotors to the random base setting
WZA, and encoded the random message key SXT. Let us presume that the result
was UHL. He sets up the message key SXT as the start position and encodes the
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1230 = 3tle = 1tl = 250 = WZA UHL =

FDJKM LDAHH YEOEF PTWYB LENDP
MKOXL DFAMU DWIJD XRJZY DFRIO
MFTEV KTGUY DDZED TPOQX FDRIU
CCBFM MQWYE FIPUL WSXHG YHJZE
AOFDU FUTEC VVBDP OLZLG DEJTI
HGYER DCXCV BHSEE TTKJK XAAQU
GTTUO FCXZH IDREF TGHSZ DERFG

Figure 2. Example of a typical Heer/Luftwaffe message.

message. Next, he transmits the random base setting WZA, the encoded message key
UHL and the message. The receiver sets up the machine’s base setting according the
first trigram WZA, and decodes the second trigram UHL to obtain the message key
SXT. Next, he uses the message key SXT as the start position to decode the actual
message. If a message was divided into several parts, the operator had to use a new
base setting and message key for each part of the message [2, ch. IX, A].

For example, the message in Figure 2 was created at 12h30, consists of three parts
(3 Teile), of which this is the first, and contains 250 characters (Buchstabenkenngruppe
included). WZA is the base setting (Grundstellung) to decipher the encrypted message
key (Spruchschliissel) UHL. The Buchstabenkenngruppe FDJKM shows that the key
that was used is the one with Kenngruppe JKM.

The Kriegsmarine Procedures

The Kriegsmarine procedures on sending messages with the Enigma cipher machine
were far more complex and elaborate then the Heer and Luftwaffe procedures. The
Kriegsmarine Enigma key sheets consisted of two parts. The first sheet, called
Schliisseltafel M Allgemein — Innere Einstellung (Figure 3), contained the three rotors
and their ring settings, the thin beta or gamma rotor and the reflector, and this
only for the odd days of a month [1, part I, B, par. 15]. The second sheet, called
Schliisseltafel M Allgemein — Aussere Einstellung (Figure 4), contained the plugs
and Grundstellung or basic position for each day of the month [1, part I, B, par.
14]. There was an additional key for the officers and a special Schliissel M NIXE
was used for private communication between the Captain and the U-boat
Command, without other boats being able to read the message [9]. Also, different
operational locations had their own keys. The three main areas or cipher nets were
Home Waters (Heimische Gewdsser), Outer Waters (Ausserheimische Gewésser) and
South (Stid). From 1942 onward, each of these areas was even further divided into
smaller cipher areas, each of them with their own keys and operational instructions.
Some standard messages were encoded with the Kurzsignalheft code book, prior to
encryption with the Enigma, to reduce transmission time.

Kriegsmarine Kenngruppen

The Kriegsmarine system of Kenngruppen was completely different from the Heer/
Luftwaffe Kenngruppen. In addition to the key sheets, the Kriegsmarine used a
Kenngruppenbuch on their main cipher nets to determine the message key, which
was the start position of the rotors at the beginning of a message. Note that the



Downloaded by [University of Arizona] at 16:04 24 October 2011

Enigma Message Procedures 333

INNER SETTINGS FOR TRITON KEYS, JUNE 1945

p m_m.m‘-, FIGURE |2 a_

Schliissel M " T r i t on "

Monat: Jun i 1945 Priffoummer; 1123

Geheime Kommandogache!

Sechlisseltafel M - Allgomein
{Sohl,7. M Allg.)
Innere Einstellung

Wechuel 1200 Uhr D.G.7.

Hoprth Innere Binstellung
29, B DPeta VII v v
A [ N 0
27. B Beta II I VIII
A T Y by
25. B Beta v vi I
L__ A W@ T
i 25. B Beta VI II IIT
A B H D
21. B Beta T VIII 1T
A W L E |
19. |B  Deta VIII I wo|
A e o G i
17. |B  Bota v vI 1
- A u Q i
15. |B Beta VII I i -
A D J N
13. |B  Beta I v VII
A .0 U L
11. |B  Deta VI I II
A I I i
9. |B Beta IIT v VII
A X c R
7. |B  Beta v I VIII
A 1 U A
5, !B Beta 11 VI I
i A E A L
3. | B Bata VITI v II
A Y by e
1. | B Beta v VIT 111
A R A X

Achtung!  Umkehrwnlze und Zusatzwalze beachtent

______ pace 39

Figure 3. Kriegsmarine TRITON key sheet — inner settings.

Kenngruppenbuch is not to be confused with the Kenngruppenheft for Kurzsignalen
messages, which has a completely different procedure.

The Kenngruppenbuch comprised an allotment list called Zuteilungsliste
(Figure 5), a column and substitution table selection by date called Tauschtafelplan
(Figure 6) and a large number of Kenngruppen tables called Spalte (Figure 7). The
Zuteilungsliste told the operator which table or Spalte he should use for his particular
cipher net. This list consisted of two parts. The first part showed the Spalte number
given the name of the cipher nets and the second part showed the names of the differ-
ent cipher nets given the Spalte number. The Tauschtafelplan told the operator which
column of that Spalte was used to select his trigram [1, part I, C, par. 24].

The operator had to select two kenngruppen or trigrams. The first trigram
was called Schliisselkenngruppe or key indicator. The second trigram, called
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QUTER SETTINGS FOR TRITON KEYS. JUNE 1945 i
FIGURE TR b 2~

'w-‘..m Gehliissel ¥ " T r it on A
Honat: Jwn i 1945 1:9.1!9‘_“2’2253--_!‘.2.3
Gehoine Konnundosachel
Schliisseltafel K - Allgemein
(Schl.?, N Allg.)
Auders  Binstellung
Wechsel 1200 Uhr D.G,%a
Ho- Grund-
nats- Steckerverbindungen otol-
tag lung |

30. |18/26 17/4 21/6 3/16 19/14 22/7 8/1 12/25 5/9 10/15 {H P X D
29. |20/13 2/3% 10/4 21/24 12/1 6/5 16/18 15/8 7/11 23/26 |0 M S R
28, |9/14 4/5 18/24 3/16 20/26 23/21 12/19 13/2 22/6 /0 |B YD X
i 27. |16/2 25/21 6/20 9/17 22/1 15/4 18/26 B/23 3/14 5/19 {T € X X
26, |20/13 26/11 3/4 1/24 14/9 16/10 /17 12/5 2/6 15/23 |Y S.R B
25, |22/20 12/15 23/25 2/10 7/26 23/1% 5/13 11/1 18/3 4/6l ¢ LzQ
24, |5/9 3/18 17/26 13/11 12/20 1/19 16/6 2/7 15/10 8/4 ¥ E 3¢
23. |18/24 4/15 1/6 25/20 11/9 5/2.8/10 22/21 18/1 3/14 |8 X Q2
22, |8/25 16/12 1/9 10/5 21/14 11/26 11/5 23/15 13/7 2/4 |[HR B J
21, |2/7 13/10 19/23 15/25 6/9 4/1 18/24 &/3 16/12.11/22 |6 B O E
20, |17/24 3/15 26/16 8/5 22/12 21/20 19/14 7/1 10/18 4/6|T K L ®
19, |20/10 18/22 1/2 4/13 3/71 16/25 8/11 9/15 23/17 24/26l2 X ¥ L
18, |11/19 17/13 24/22 14/20 8/1 6/9 18/16 2/5 3/10 12/71 |DG B S
17. |23/25 15/20 1/4 11/12 19/18 3/2 10/8 26/24 6/21 9/5 |RW U B
16, 112218 9/3 2/21 11/24 8/16 4/14 22/13 25/19 23/20 /1M 2 .1
15, |14/17 4/16 25/20 19/21 3/22 10/7 5/9 2/18 15/8.6/1 |[X AT 0O
~ 14, |2/3 12/26 11/9 10/1 8/5 15/19 20/24 1/6 16/21 13/14 [P N B M
3. |15/23 16/24 $/25.19/€ 4/17 /1 8/13 26/11 2/9 22/10 |L I X F
12, [18/10 14/8 2/17 1/24 23/26 16/12.4/19 3/22 /25 €/5 [UQ I T
11. 113/21 1/16 26/20 8/6 7/22 18/11 17/14 15/9 10/4 12/2|BEV Y
10, |20/15 3/5 14/7 19/12 9/4 25/26 8/2 1/16 24/21 18/23 |P 2 P A
9. |17/24 19/23 8/25 6/10 18/20 12/7 9/5 13/4 3/1 22/15 |[I DX W
8, |1/9 5/18 24/22 7/17 23/11 2/16 26/10 20/25 5/14 8/6G {E U M K
T. |6/8 17/16 19/10 12/15 4/3 5/20 9723 2/1 13/26 25/21 |G O A U
6. 119/22 20/24 12/16 11/1 21/25 13/18 8/15 3/7 9/14.4/2/V 6 X G
5. 110/11 2/6 3/13 22/19 9/8 20/12 5/14 17/21 24/16 1/4 [RKi 0 W
4, l22/18 23/13 9/4 10/6 21/14 24/15 19/26 8/1 2/3 /5 |[QR.G 2
3. |7/10 3/19 16/11 26/4 5/17 6/2 20/9 21/14 15/12 8/24 |W ¥ 0 H
2. |15/20 18/8 7/21 14/25 22/12 23/11.16/10 13/1 9/ 4/6|A P W V
1. |3/12 22/24 18/26 5/20 9/1 ‘AA1 15/13 6/14 16/10 11/8 WX H L
PAGE

Figure 4. Kriegsmarine TRITON key sheet — external settings.

Verfahrenkenngruppe or encryption indicator, was used to obtain the message key.
The Schliisselkenngruppe and Verfahrenkenngruppe had their own tables as determ-
ined in the Zuteilungsliste. With the Enigma machine in the Grundstellung — the base
position of that day — the operator would key in the Verfahrenkenngruppe and the
result would be the message key that was used as start position to encipher the mess-
age. The two trigrams together were called the message indicator and underwent an
additional bigram substitution encryption with the bigram key booklet before they
were sent along with the encrypted message [3].

The Bigram Table

The Kriegsmarine message indicator (the Schliisselkenngruppe and Verfahrenkenngruppe
together) were encoded with a bigram table called Doppelbuchstabentauschtafel
or double-letter conversion table. A set of bigram tables consisted of nine different
tables, labelled A to J. A calendar determined which of the substitution tables
was used on a particular day. The bigram table was reciprocal, meaning that if a
bigram AB was encoded in KW, the bigram KW would also decode to AB.



Downloaded by [University of Arizona] at 16:04 24 October 2011

Enigma Message Procedures 335

Taufh= ~ 1 =
tafelplan @eheim?
alll!llb! 111 39. Qulhg ab 2. Mai 1939,
uteilungslijte fiir Kenngruppen
Suteitungss 3um K. Buc) — . Do. Nr.98.
fifte Seil A.
A
Ediljfeltenmgruppe Berfalrenfenugeuppe
Spalie Eoalte
81—170 31100
_— . 346395 131 210
Hrimifde Sewdfier ... 507 057 | Wilgmein. ... ...eoen..s 201460
401—630 l 031—640
431500
[lm_wa
Fuutimlijjel R T T SOOI l{(;l‘.mn
| 641—680
171285 | @b vonvennnne SRV o 241200
i afee .. ... 286345 -
tpurbrnife Grodfee ] 631—680 Dbecfler Befeylebaber ... .. . 1— 3an
Sdhiffsfonber{dlfel B 681 Ob.b. M, O6. b, 5., Ob. & €..... 301580
I— 60 . Vm 390
| ag8— gy | MR * | 4T1—650
AFEB. o { T
558 587 | Dffigler. ...ooooiai | 391 470
Dberfler Defehlabater, 06 &M,
kb5, Db.b.Y ......... 651—68D
2O iaeiveaas e aa i3 a - 80
SRfuntipendy . ... ... ... ATE—50K | JEdTunlprud L. 1—630
61— 80 1—680
585—600 1—480
Filbudytabe Fiillbuftabe
ber Seflifielfenngruppe ber Lerfahoentenngruppe
1. Stelle 4, Stelle

Figure 5. Kenngruppenbuch, table selection by Cipher Net.

The operator wrote the two trigrams from the message indicator underneath each
other but added one random dummy letter at the beginning of the first trigram
and one dummy letter at the end of the second trigram. To encode, bigrams were
taken vertically from the message indicator and encoded according to the bigram table
[1, part I, C, par. 26].

As an example, we will encode the message indicator HLG KQK with Bigram
Table “Fluss.”

The random dummy letters, in our example A and Z, are added to the trigram
Schliisselkenngruppe HLG and Verfahrenkenngruppe KQK.

AHLG
KQKZ
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-\
=, ] e
@ebeim? @iiltig ab 2. Mai 1939. N 93
Ausgabe 111 39.
T Sauftytafelplan
3um Sdyliifelbeft fiir Kenngruppen
3um K. Bud) — IN. Dv. Nr. 98.
\ Monat
M | g [ pomar | wn | ww | ma | gm | g
Tau(dytafel Tanidtafel Tanfdafel Taufdytafel Toufdstafel Taufdtafel
1 G H B A F J 1
Y c F | 9 D H | A | 2
T s | F | 3 | A | m | C p | s
[t A | o | F | B | & | ®H |+
L s m | A E 3 | B | B |5
b el e | o | a6 | ¥ [
R G | 3 A | ¢ [ E |+
.| " | A | B | E | ¢ | F | s
| B | E D c b | B e
| ®H | B A | E | F | & |
w | J E | ¢ A | B [ 9 |um
| e| F | A | w [ 3 | o | E |2
| n B E c H 3 | p |
| wl A | H E | F | G F |
| | o | B | o | A | E | B B
T | ¢ | e | F p | B | A |m®s
| TS J | ¢ | @ E H D |
- b | 6 F D B A E |m®
e | E J H ¢ | F B | m
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Figure 6. Kenngruppenbuch, column and substitution table selection by date.

Bigram coding with table B from below (Figure 8): AK=BD, HQ=BJ,
LK =EM, GZ=EJ.

The resulting message indicator: BDBJ EMEJ.

The receiving operator decoded the eight letters of the message indicator with the
help of his bigram table. The resulting first trigram would show him the used
key. Next, he would key in the second trigram in his Enigma, with the rotors in the
Grundstellung. The resulting trigram was the recovered message key. He would set this
message key as rotor positions and finally decipher the rest of the message. The above
example was used on the 3-rotor M3 Enigma. The procedure for the four-rotor M4
Enigma was identical, but used all four letters, instead of three, and one random letter.

The names of U-boats and addressees were encoded with the Marinefunknamen-
liste codebook. In our example (Figure 9), CLX stands for BDU (Befehlshaber der
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Ebalte 481%)

A B 5 n 3 ¥ G H I J K L

V|TFG [BDX |Kew [Rov [reb [FDE (400 |NQE |[FMO |eWR|LLW [XNZ
e|vug [Ped [JBF |UJD [BWE|KTP |[XCGW|THO [JEV [ABW |CDP |RTD
AMYQ|YBQ (mer [nMa juex|sez |Fxm|z0x [WeE|NoG [TPD |oDJ
slequ |Ype [oqe [DFT |MEY |PBG [GoW (Lol [WaT [VNQ|RPTO [WED
BDXF|eYY |ZH1 [TV |JWe (ALY [HXK|RLG |[YMO [LPK |ARX [AWY
¢|c6U |[HDQ{GHZ [REN |FDO |DLF [BVZ |ATE [KKO [MAF [P¥D |[FE6
F|BCO |EUY [HIM [WoebL [Lwe joss [ivQ |VEK [MOK [FAR [2PF |RKA
s|XBQ|LJ6 |JDC [VWD|ZAY |RGE |[HAT |TFY [NTX [ADP [BUY [MZD
¢|ZDG (WHX|LNK [UzV [XUT [PLE |FFM |AJK [FYT [NrB [6XQlGKS
w|YUL |[RNEB [JJE [4X¢ |ETP [0XN |T0C |ZYC [REM [WRB |[POU |TLO
w(ULY [N2A |Bnz [BTo |aeM [Xco [Urm [gax [Xew Lok |PoX [XWE
W [DYW|HWG|HYR [XHL |[VRC [0YZ [KMC |[UXM|BYJ |ERV [0ZL |cyM
w{DME [YP1 [DNP [RCT [APG [PUQ |[CAM [JUQ [VYR |LLG |CWY |[FRQ
14 |EOY |LGC |PoA [ANG [BRQ [HGQ|MEC [VLO |LUP |VBL |ZMR [HBQ
w|PoH |DUZ |CTQ |[EFB |[PRM [OLP |FBO |[BJZ |UNE |YGD |GFJ [LRM
1 |LHO |GUY (NDW|MJFQ |0FK [PPZ |RAB |URGD [VIX [PKQ[JZL |XKG
17[FGY |[HPX [RAQ |LTO [NV [RFJ [AHP |JEC |EZL {EMT [YZP |RDC
wloTd |[PWL|X0A [A0Z |TAK [ELY [Mzr [oAw |zwT |srr |KCV [MFK
w|0XD |RHD |[RUL |EQG [BHE [FLZ |[EWE[NGH|UHP [ZLA [JVW |2KL
2 |00F [BDG |HOM |[LYG |[OKL [PBL |TPR |YOV [TYN [WXxu[aaP [DRW
w|ENO |DEO [WBU|NK¢ |RKZ [XXM|ZRE |RCN |TBY [THX |RRG [JQ0
s (WMG|TGD [GAQ|JIHP |LAD |[PLO |UDQ|IMY [LFZ [PNO [UKA |URYS
#{WRU[RVW [AMX |FNG |[LOV |[VDU |XRO |2JU [PTA [ELP |KEFO |YJIL
aufNTr [wea|pry [Jux |[wyp|agw|ogr [Kex[oqa [pvm [aKkw(z6n
w|LWY [MYD |Voy |[FRL [NeD [ruo |[YWH|ZoA [PRE [¢aD [LVT |PIL
wilJBY |WAQ|XID [LMT [ROP JUWG|XDF [BAP |HGZ |LQW|REM (D0
7 |DEQ |GDM |JYM [NaY [0z [RIM |WFB|LDY |A¥G {6MQ [HRC [VEB
%|MQ% |PDK |[BXZ |PYZ [VAW |MCK |0VZ |PZD |TUQ |VIXN [YRZ [DPO
o |ZBX |REY (Vo6 [GJY [ITP [KOW|TKA [AKW|WKZ|XVR VLW |00T
w|2VD [UAY |WPL|FIW [MLT [OMV |[RWX|VG) |[TYK [PAF [WDV|CLW
s |YVE [Z0Y (VM2 [NXB(eMD |noP DOz (0BG [FUV [MWO[XAK [ORY
2 |0GH |TDJ [CVW |[DCZ |FPW [JWY [0Vée RV [AYP [HNO |[NNX |DGE
|CQL [0ZF |TWL|YOW [AKP [0KX |FPH |[KVFE [NAU [REF [HND |FQX
M|HYX[OPZ [XQG(2ZN [VVA |[EBQ|NUM|[WOU|YFK [BEW|EQGC |FTO
B OWT [0F0 [AVYQ |[RuUM[VPF |6LB |[DQT [CFE [HMQ|YQM|JCW [GCO
w|LEQ [00F [RGT [Xuw[cNo |KDK |oLe [NRJ [BZw |Gry |[LQB |[GRP
2 |DLE [PAU |ORY |[VQW|GFZ |PEM [UMF [EYP |[NOM|0BC |LFE |GZX
m|COP |LBG [NEW|aCK [Fwb|asmn [KIF [oNX |[RT0 [L00 [0UM |EVE
o |NKEB (UGZ [NEV |RFG [LXF |RMT [AGZ [DTQ |KCG |[DAW |[CMJ [MWP
w{iN® [oMc [¥Nwz |xzr [0®kD |[DDM [0HY (MG |PEG [WWE|NPY |[NHP
aleTs |BXP [DKW|HQK|JMF [0PJ |PNJ |NUY |[XEN [ZXC [WYR[NMC
@|TRD [PXB |TMG [H¥K [MPL |UCH [AUX [FIR |JXF [TZX |VOX |PDK
@ |YNR |ZQY [FVY [JOG |HUJ |BGW|EMQ|oJa [RXQ|YEP [0KQ [PaH
@ |160 |BVO |BEY[HLE [UPB |YAF [0XP |HBK |[KXG|ONB |[RQR |[RQ4A
@ |WIM[DPY [DZP |LZB |RJH |WUY|RWC|CUM [GJM [HZL [MXZ [UUW
6 |TIJF (NLU [BMJT [FZW |LCB [MOR [JRV [NPo [VOP [RTP [KBF |UYD
9 |OWH[PMB [TV% |UVEC |YXJ |[DWU|HKE [JBY [AZW |[¢PX |QLY |XYB
#|HPY |FBG |[NVM [WNP|XLY |NMP [HTP |0ZL [FOU |VZO [KGO [2KD

*) Dlefe Weuppen foben lex Tt B, Genspentifle, bie Ungobe o5, Tz, o

Figure 7. Kenngruppenbuch, Kenngruppen table 681.

Unterseeboote or Commander of the U-boat Fleet). The message is for BDU, is cre-
ated at 15h40 on the 8th day, has serial number 107 and consists of 24 groups. At the
beginning of the message we have the message indicator BDBJ EMEJ, which is
repeated at the end of the message. The group length of four letters and the rep-
etition of the message indicator at the end were characteristic for Enigma and
R.H.V. (Reserve Hand Verfahren) naval messages.

The Navy procedure as describe above was used by the main naval cipher areas.
Many cipher nets, used in less important areas such as in the Black Sea, Balkan and
the Far East didn’t use this complex procedure with the Kenngruppenbuch to select
message keys. Instead, they applied the insecure “throw-on” system with double
enciphered message key that was abolished by the Heer in 1940 [1, part I, C, par. 30].

Procedures and Abbreviations

The Army Enigma machine only used the 26 alphabetic characters. Numbers were
spelled out. Signs were replaced by rare character combinations. A space was
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Sehcim! .
Sennwort: Fluf Doppelbneftatoitaufdtafel fiir Senngruppen — Safel B

s 516

A RN [BA = 18 [CA =K [DA=PE |I'A = 7C |FA =XP |OA = NE [IA =R | 1A =NN[JA = WE KA =EI LA =EU MA =RG
n--kw| B=rT| n=ro| B=rz| n-ux| n=01| B=Jo| B=NO| B=VF| B=OY| B=GW| D=ki| B=IP
c—rm| c=ev| c=av | c=Aw| c=om| c=1u| c=BK| c=GY| C=DN| C=NQ| C=IN| C=VO| C=WW
pvii| p=Ak| D=nm| P=tm| P=rs| D=RB| D=FL| D=TB| D=FW| D=KK| D=SE | D=YA| D=TA
E sl e=wr| t-nv| R=PA| E=2T| E=2Zt | E=RP| E=TN| E=AG| E=CV| E=BQ

v=Dz| F=SA| F=QY| F=EO| F=VS | F=JH| F=SC| F=KV

G=NV| G=LR| G=0A| G=WS| G=FR| G=PN| G=JU| G=NS

N=2K| H=TP| H=CU| H=NU| H=KF| H=DT| H=2Q| H=VK

1 =QrR| 1=MW| 1 =qs | 1 =TM| I =PM| 1 =LV =RX| | =XxC

2| # =LN| 3 =AU| J =15 | 3 =X0| I =SV | J =CA| J =WZ| J =ED

K=EL| X=QN| K=PG| K=BA| K=I1T | K=JD | K=EM| K=ZF

L=G6D| L=WH| L=KR| L=MS| L=UP| L=TO| L=0K| L=DR

M=AC| M=PB| M=SF| M=KC| M=DD| M=BW| M=TR| M=SU

N=CP| N=0X| N=5z | N=Qz | N=PX| N=UX| N=FJ | N=LO

0=VE| 0=JT| O=FY| 0=YV] 0=GB| 0=QC| O=MN| 0=NX

P=DK| P=RY| P=MX| P=MB| P=AJ | P=VJ | P=BT| P=FZ

P=NF

0n=cu Q=PY| Q=12 | Q=DBJ [ Q=0V| Q=XIH| Q=RS Qe=1v| Q=03
R=MI R=JG| R=CY| R=0P| R=SH| R=HA| R=HL| R=GG| R=AN
§=0QG| s=- S=UE| S=RF| S=RJ.| S=HJ| S=YZ| S=ER| S=NW| S=IL
T=KN T=SR| T=XV| T=AM| T=JK | T=GO| T=CG| T=UF| T=Dt
U=wn U=wx| u=DQ| U=UQ| U=FC| U=LG| U=XZ| U=XW( U=BY
V=1 Vv=TL| v=uM| v=Lz| Vv=LQ| V=CC| V=MF| V=KI | V=UT
W=S50 W=ID | W=KB| W=DV| W=PH| W=QL| W=AB| W=PW| W=Gt
X=NT| 3 X=V5| X=Ck| X=wJ| X=UD| X=EB| X=2v| X=PP| X=1P
Y=co Y=10| Y=1C| Y=VN| Y=AT| Y=TU| Y=NZ| Y=QD| Y=VD
z=rr| z-pu| n=mr| 2=t | Z=¥YD| Z=CQ| Z=UW| Z.wP| Z=1V| Z=CE

Fortfepung f. Skt

Figure 8. Bigram substitution table for Kenngruppen — Table B (part A through M).

omitted, or replaced by an X. The X was generally used as point or full stop. Some
signs were different in other parts of the armed forces. The Heer replaced a comma
by ZZ and the question sign by FRAGE or FRAQ. The Kriegsmarine however,
replaced the comma by Y and the question sign by UD. The combinations CH, as
in Acht (eight) or Richtung (direction) were replaced by Q (AQT, RIQTUNG).
Two, three or four zero’s were replaced by CENTA, MILLE and MYRIA. The
Heer and Luftwaffe transmitted the messages in groups of five characters. The
Kriegsmarine transmitted the Enigma messages in four-letter groups. To make
cryptanalysis harder, more than 250 characters in the message were forbidden.
Longer messages were divided into several parts, each using its own message key [8].

To make cryptanalysis even harder, some complications were introduced in the
Heer and Luftwaffe message procedures during the war. Since the third, leftmost
rotor, only advanced every 676 keystrokes, this rotor didn’t have much effect during
enciphering. Such long messages were forbidden for security reasons. However, the
operator could encipher a certain four letter code into the message, for instance
CYOP, and change the left rotor position. When the receiving operator encountered
these letters during deciphering, he also turned the leftmost rotor to another pos-
ition, in this case to position O. Another complication, added at the end of the

CLX 1540/8/107 24

BDBJ EMEJ DERH RFRS OQRV DTYH QWBV HILS CXHR OPOD
GTQL DDHI KFTG EDZS WXQS EDFR HGYG EDZZ UYQV DTYY
EDGH KIRM BDBJ EMEJ

Figure 9. Typical format of a Kriegmarine message [3].
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war, was the permuting of the rotors during the key period. Every 8 hours, a given
rotor order was permuted. If the rotors for that day were 241, this changed during
the day to 124 and 412. The ring setting of an individual rotor did not change, and
moved along with its rotor.
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