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Abstract This paper lists Enigma-related Kriegsmarine documents captured by
the British during the Second World War and describes the formation and func-
tions of Naval Section VI, which dealt with captured documents in the British
Government Code and Cypher School.
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Introduction

The document in the Appendix lists virtually all the important Enigma-related
Kriegsmarine documents captured by the British during the Second World War.
Many of them were critical to the success of the naval cryptanalysts in the Govern-
ment Code and Cypher School (GCCS) at Bletchley Park in solving the principal
naval Enigma cipher, Heimische Gewdsser (home waters—codenamed Dolphin by
the British, and later renamed Hydra by the Kriegsmarine), from 1 June 1941
onwards. The document was an appendix to a memorandum written on 21 June
1944 by Frank Birch, the head of Hut 4 (Naval Section) at Bletchley [6]. The
memorandum was written in response to “CXG 746 of June 12,”” which was almost
certainly sent by a GCCS liaison officer in the United States, following a query to
him from the US Navy.

GCCS’s Need for Captured Documents

GCCS needed captured documents in order to solve naval Enigma essentially for
three purposes. First, to gain some insight into the contents of Enigma signals so
as to be able to devise cribs (probable plaintext) for menus for the Turing/Welchman
bombes (high-speed key-finding machines for Enigma). Next, to acquire detailed
statistics about the linguistic content of naval Enigma signals, so as to refine crypta-
nalytical techniques. Lastly, to derive cribs from various manual ciphers, such as the
Wetterkurzschliissel (weather short signal book) used by the U-boats.

The need for good cribs is self-evident, but without actually seeing the plaintext
of a substantial number of signals, Hut 4 and the naval cryptanalysts were working
almost entirely in the dark: initially, Hut 4’s self-styled ‘‘ “‘certain cribs’ even became a
standing joke” with the naval cryptanalysts [36, p. 27]. In August 1940, Birch
deluded himself by believing that Hut 4 was producing cribs “of 90% certainty,”
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Figure 1. Page 1 of bigram table A from the “Fluss” set.

but that they were being ruined by Alan Turing and Peter Twinn,' both of whom
he considered to be brilliant but “not practical.” However, he had completely
misunderstood the nature of the problem—it was Birch who was not practical in this
context. He had wanted Turing and Twinn to use cribs with “100,000 possible
answers,” but doing so would have taken at least eight months—if there had been
enough bombes and staff, both of which were in extremely short supply.

Turing invented a sequential statistical scoring system (later known as
Banburismus) based on Bayes’ theorem [26] to overcome the lack of bombes available
for solving naval Enigma.? When operative, Banburismus cut down the number of naval
rotor orders to be tested from 336 to between three and sixty, by enabling Hut 8 (naval
Enigma cryptanalysis) to find which rotors were in the right-hand and middle slots of the
three-rotor naval Enigma (M3) [2, p. 11; 36, p. 23]. Pairs of messages from the same day
with the same first two letters in their Verfahrenkenngruppe (“procedure indicator
group,” but actually the message key) had to be compared at all positions from —25
to +25 by sliding one against the other [31, p. 19]. Hut 8 therefore needed to hold
the current bigram tables used for enciphering naval Enigma indicators in Dolphin—
either a captured set or one that had been reconstructed cryptanalytically. Each set
contained nine reciprocal bigram tables, A to J (I was omitted) (for an example of a
bigram table, see Figure 1). Ideally, 400 messages were required on a given day in order
to employ Banburismus [2, p. 11]. With only 300 messages, Banburismus was still
feasible, but some parts of it became “much more difficult” [31, p. 25].

Hut 8 also required detailed statistics about the content of the considerable
amount of dummy traffic, since dummy signals distorted the application of
Banburismus. Although dummy signals began with 30 to 60 letters of plain (but

"Peter Twinn had joined GCCS as its first mathematician in February 1939.

>No full description of Banburismus has appeared in print. However, for an outstanding
article on it, which includes a Banburismus bombe menu, see [32]. The best archival account is
[31], which includes considerably more detail than [2, pp. 94-109] and [36, pp. 20-24], includ-
ing some of the tables used. [2] contains some statistically significant typos.
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generally nonsensical) plaintext, their endings were a series of consonants, which
gave a completely different repeat rate: if dummy traffic was not marked up and
taken into account, Banburismus became difficult and sometimes impossible [2,
pp. 26, 30].> Hut 8 therefore also needed a month’s Enigma keys in order to analyse
the relevant traffic and build up statistics on dummy signals.

First Captures

The capture of Schiff 26 in April 1940 yielded the Steckerverbindung (plugboard
connections) and Grundstellung (basic starting position for the rotors each day)
for 23 and 24 April 1940, and a log giving the plaintext of signals for 25 and 26 April,
which provided good cribs [36, p. 26]. The naval cryptanalysts used this material to
read the traffic for 22 to 27 April. The first break was into the traffic for 23 April,
which was solved on 11 May.* The signals for 22, 26, and 27 April were broken by
Joan Clarke (later Joan Murray), with the help of the first bombe, Agnus, which
lacked the diagonal board invented by Gordon Welchman. [36, p. 26; 41, p. 113]
Clarke was a young mathematician recruited by Welchman, who had arrived at
BP on 17 June, and was immediately put on to testing bombe answers, despite receiv-
ing only “‘the sketchiest of the introductions to the ENIGMA.” A “column” menu was
used. This took a cipher letter associated with its assumed plain equivalent for a single
position of the fast rotor, treating that rotor and the Stecker as a set of non-reciprocal
Stecker. The identity of the fast rotor was then irrelevant, which reduced the rotor
orders to be tested from 210 to 42 for the rotors held by Hut 8 [40, p. 43], since the
British did not capture rotor VIII until August [28, p. 957]. For this important work,
Clarke was being paid the princely sum of £2 (then about $8) a week [41, p. 113].
Unfortunately, the capture of Schiff 26 had been handled very badly. It should
have been kept secret, but most of the sailors at Scapa Flow, the Royal Navy’s base
in the Orkneys, heard about it. Worse still, due to a series of errors, Schiff 26 seems
to have been looted before it could be examined carefully by naval intelligence [8,
p. 43]. A subsequent naval inquiry cast doubt on the naval intelligence report [8,
p. 43] into the looting, claiming that the officer who wrote it was “overwrought”
[55, p. 75], but that appears to be an unwarranted criticism of a model intelligence
report, perhaps because it had revealed the navy’s shortcomings. After the war, Birch
wrote that naval Enigma might have been “continuously forthcoming from [May
1940] on—a whole year earlier than in the event” if the looting had not taken place
[8, p. 42]. While that view must remain speculative, it represents a reasonable scenario.
The first break using Banburismus did not take place until November 1940,
when after months of work Hugh Foss broke 8 May (which became known as
“Foss’s Day” in his honour) despite the fact that others had already given it up.
He found the “Grundstellung alphabets” for the middle and fast rotors (the map-
pings of all 26 letters of the alphabet at the second and third letters of the
Grundstellung), and used them to derive a special bombe menu [2, p. 26; 36, p. 30;
41, p. 115]. Menus from Banburismus were different from those derived from cribs.
The first Banburismus menu produced 256 stops, none of which was correct. Eventu-
ally, the staff in the bombe room asked a junior cryptanalyst to explain what was

3For a table showing the probability of repeats in Kriegsmarine Enigma traffic and in
random German text, see [2, p. 96].
“The decrypts are in [25]; for the first decrypt, see [16].
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being attempted and, to solve the problem, then fitted Agnus with a special
“Banbury Circuit,” which led to a good “stop” [38, p. 2].

Unsuccessful attempts were made in diving operations to recover Enigma docu-
ments from U-13, which had been sunk on 31 May 1940 off Lowestoft, and various
plans to effect a “pinch’ were proposed. Commander lan Fleming (later the creator
of James Bond), who was an assistant to the director of naval intelligence, put for-
ward a hare-brained scheme to board a German air-sea rescue vessel by crash-
landing a captured Heinkel 111 bomber with an armed crew, who were supposed
to overpower the Germans and seize the ship’s documents. Fortunately, this was
never put into effect, since its chances of success were minimal, and it might have
caused the Germans to increase Enigma’s security. Hut 4 then proposed that
Schiff 26 should be sent under a German flag with a boarding party to seize a
German aircraft security vessel, the Bernhard Von Tschinsky, in the Channel. Again,
the proposal was not implemented; it too was impractical — in particular, the narrow
waters of the Channel militated against it [22, p. 15]. Hut 4 later supplied detailed
information in connection with the planning for the captures of the Miinchen and
Lauenburg in May and June 1941. In a post-war internal history, Frank Birch
described the capture of the latter as a “masterpiece of cooperation between Naval
Section and the Navy.”

“Einsing”’

The February 1941 keylist captured from Krebs enabled the current bigram tables
(called Bach by the Kriegsmarine) to be reconstructed. The first step was to read
the individual messages in February and March with a method known as “Einsing,”
which was used to solve messages when the bigram tables were not known [41,
p- 114]. About 90%. of non-dummy signals contained EINS, which was the most
common four-letter word in Kriegsmarine Enigma traffic. In Einsing, EINS was enci-
phered at all 16,900 Enigma positions, using the relevant rotor order and Stecker.

The day’s traffic was then searched for groups of letters that could be encipher-
ments of EINS. Thus if XIDP was the result of encyphering EINS at rotor starting
position UCL, and XIDP occurred in a message on that day’s traffic, an Enigma
was set up at UCL (with the day’s Stecker and rotor order (Walzenlage)) and the cipher
text entered. If the resulting plaintext read EINS VIER, for example, UCL was clearly
correct (as happened in about one case in four), but if it read EINS XGWU, say, it was
wrong and the EINS could be discounted as being random [2, p. 24; 36, p. 25]. If
correct, UCL could then be used to derive up to three bigrams, since the bigram tables
were reciprocal (see e.g. “FB” and “HV” in Figure 1). The captures of the keys for
June and July 1941 (P/248 and 251 here) also greatly helped Banburismus.

Banburismus

GCCS had five bombes in June 1941, of which only one was generally available for
Hut 8 work [2, p. 31]. To test all 336 rotor orders in full using a single bombe would
have taken almost seven days, since on average a bombe could carry out about 50
runs each day. Without Banburismus, up to seven bombes might therefore have been
needed to break a Dolphin key within 24 hours. The value of the bigram tables can
also be seen from what happened when they were changed in June and November
1941. In June, the captured keys advanced Hut 8’s ability to break Dolphin currently
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by about two months, since it made reconstructing the tables, which had changed on
15 June 1941, a simple task [2, p. 31]. Without the tables, Hut 8 would have been
forced to run a number of cribs on all 336 rotor orders, which would have been very
difficult with so few bombes available for attacking all Wehrmacht Enigma. In early
December, all GCCS’s bombes had to be devoted to attacking the Dolphin key for
30 November [36, p. 57]. Fortunately, GCCS had 16 bombes then, although four
were out of commission, due to maintenance problems [27, p. 748]. Although Hut
8 began to build up the tables quite quickly with the help of the bombes, the lack
of the full tables made it impossible to resume Banburismus until January 1942, after
a new Kenngruppenbuch (indicator book) and the Strom bigram tables from Geier
reached Hut 8 on 1 January. This saved Alan Turing from having to start the labori-
ous task of reconstructing the new book, with its 17,576 trigrams [36, p. 58].

Banburismus required each day’s traffic to be sent as it arrived to Bletchley’s Hol-
lerith (punched card) section under Frederic Freeborn, who recorded it and sorted the
results to find all repeated groups.’ Huge numbers of cards were required, since a card
was made for each trigram in a signal: 500 signals with an average length of 150 letters
therefore needed about 75,000 cards. Banburismus was crucial to Hut 8’s speedy solu-
tions of Dolphin until June 1943, when about 70 three-rotor bombes were in service
[10], making it possible to run cribs on all 336 rotor orders if necessary; it was
officially abandoned in September 1943 [2, p. 61]. Banburismus was generally only
useful against the first day of a pair. In naval Enigma, the inner settings (rotor order
and Ringstellung) were valid for two days (or occasionally one or three, mainly
depending on whether it was a 31 day month). Once the first day of a pair had been
solved with the help of Banburismus, it yielded the rotor order, so that Banburismus
did not have to be used against the second day for that purpose. The second day of a
pair was “always broken on a crib, usually very quickly” [2, p. 13]. From mid-1942
Banburismus was also employed against Siid, a key used in the Mediterranean [38,
p- 7], even though it did not use the Kengruppenbuch indicating system or bigram
tables [21, p. 233]. Banburismus could not be used to attack the four-rotor Enigma
(M4), since about 7800 (26 x 300) messages would have been required in a day’s traf-
fic, and no traffic in an M4 cipher ever approached that figure.

Cribs from the Wetterkurzschliissel

Hut 8 also derived cribs from manual ciphers. Thus weather observations by a
U-boat were encoded with the Wetterkurzschliissel, before being enciphered on
Enigma. The Kriegsmarine shore control then deciphered and decoded the signal
and sent it to a central meteorological station which rebroadcast the data as ship
synoptics, after enciphering it with additive tables in a cipher called “Germet 3”
by Bletchley (and also known by it as “the DAN meteorological cipher”).® Since
Germet 3 was being solved by Bletchley’s meteorological subsection in Hut 10 from
February 1941 onwards [37], Hut 8 had a good source of plaintext for bombe
menus—but only when it held the relevant edition of the Wetterkurzschliissel
[2, p. 43]. Hut 8 derived cribs for bombe menus for Dolphin by using the captured
Wetterkurzschliissel (P 169 in the present list) to convert the Germet 3 data into the

>The procedures used in Freeborn’s section for Banburismus, are described in [61].
My thanks to Brian Oakley for sending me this paper.
®0On Germet 3, see [24].
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WW's - 5/12 TO 7/12/42

1335/5 56N 25 W uc Cu 455>
1336/5 38N 34 W NC CU 67>

1502/5 46N 39 W Xt CU 611)
1653/5 51N 464 0X (U 135
0253/6 43N 47 W QD CU 183
0303/6 5IN 22 W XK CU609)>

0306/6 48N 40 ¥ XM CU 611
0314/6 40 N 15V QP U 214>
1243/6 52N 43 ¥ 0X CU 135>
1302/6 42N 33w NC U 67>

1409/6 41N 21 W ux < 510
1436/6 49 N 25W VF (U 518)
0238/7 43N 40 QT U 218)
0307/7 3N 63 W TN (U 435>
0309/7 54N 40w TRCU 439>

DEPT- MOTE: AL} -POS IT10NS. CONEARRED RY uET. REmanTge X CELT 308 75

4471/13/12/42 % chssint/vu .

Figure 2. ZTPGU 1 (Source: PRO DEFE 3/705).

“plaintext” of the weather short signals sent by the U-boats. The fact that the “plain-
text” was actually coded text was irrelevant.

The first edition of the Wetterkurzschliissel was replaced on 20 January 1942
[56], depriving Hut 8 of an important source of cribs. When M4 took effect on
Triton, the Atlantic U-boats’ cipher (codenamed Shark by Hut 8), on 1 February,
the result was the Shark black-out until mid-December 1942 [5, pp. 110-114, 152—
157; 27, pp. 228-233, 747-752]. This ended only after Lt. Anthony Fasson and
Able Seaman Colin Grazier,” with a 16-year old Naafi canteen assistant, Tommy
Brown, recovered the second edition of the Werterkurzschliissel (P 936 in the list
below) from U-559 after it was forced to surface following a prolonged attack.
For some unknown reason, the documents from U-559 did not reach Hut 8 until
24 November, but they enabled Hut 8 to break into Shark on 13 December 1942
with the help of the data from Hut 10’s Germet 3 decrypts (see Figure 2 for the
resulting Shark decrypt, ZTPGU 1 [63]).® Sadly, Fasson and Grazier drowned,

"For photographs of Fasson and Grazier, see [55].

8Hugh Alexander, who was head of Hut 8 at the time, gives 7 November 1942 as the end
of the Shark Black-out [2, pp. 38, 43]. However, this is definitely an error—he is probably
referring to the earliest date for which Hut 8 read some of the back traffic.
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¢ jho 1 fjeindl Hilfstreuzer
cjip 2 feindl Hiljstreuser
cjjq 3 feindl Hilfstreuger
¢ jpw 1 feintl. Tanfer

cjqx 2 feindl Tanfer

cjry 3 feindl Tanfer .-
¢ jsz mehr als 3 feindl. Tanfer O ...

Aoooon

ckks Geleitjug O ... bi3 5 Dampier
cklt Oeleitzug O ... 6 bi3 10 Dampfer
ckmu Geleityug O ... 11 bi3 15 Dampfer
cknv ®eleitjug O ... 16 bi3 20 Dampjer
ckow Geleityug O ... fber 20 Dampfer
ckpx ®eleitgug O ... iiber 30 Dampfer
cksa Gcleitzug O...

Figure 3. Excerpt from section III (Feindmulgen-enemy reports) of the Kurzsignalheft.

when U-559 sank suddenly. They had been trying to recover equipment, almost
certainly a four-rotor Enigma. But Hut 8 had not needed an M4, making their
deaths even more poignant, since Hut 8 had reconstructed the wiring of M4’s
new rotor and reflector (Beta and thin reflector B (Brumno)) at the end of 1941
[39; cf. 2, p. 36]. Unfortunately, even after the cryptanalysts’ success in reconstruct-
ing M4’s rotors, for some reason a Confidential Admiralty Fleet Order (CAFO)
had required that “every effort should be made to capture” an Enigma [42]. Fas-
son and Grazier were awarded the George Cross (Britain’s second highest medal
for bravery) posthumously, while Brown became the youngest person to receive
the George Medal [33, p. 226; 55, pp. 218-221].

When Hut 8§ learned that the second edition of the Wetterkurzschliissel was
to go out of force on 10 March 1943, it despondently advised the Admiralty that
it might be blind against Shark for “some considerable period, perhaps extending
to months”. Fortunately, it re-entered Shark within nine days using the
Kurzsignalheft (P 255 below), which had also been seized by Fasson and Grazier.
The Kurzsignalheft was a one-part short signal book comprising about 120 pages,
arranged by subjects such as enemy sightings, positions, numbers and times (see
Figure 3 for an excerpt from the Kurzsignalheft about convoy sightings. Note the
group “cksa” (the square symbol means “naval [Kriegsmarine] grid square” [17]) and
its use in Figure 4). Hut 8 used the text of signals encoded with the Kurzsignalheft to
solve Shark for 90 out of the 112 days from 10 March to 30 June, mostly with cribs from
short signals containing sighting reports of convoys.” With the help of the
Kurzsignalheft and its detailed knowledge of past short signals, it guessed some of
the letters used in “B bar” short signals such as the signal of 16 March 1943 from
U 615 set out in Figure 4, and used them as very short cribs. In fact, the traffic for
16 March was broken on 18 March [49, p. 77]—the first Shark day to be solved after

9For examples of the way in which these short signals would have provided cribs, see [15,
pp. 172, 173]; [53].
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............... e, 0ATINENIAD I IENDIEN]T
jgegangen eiter an Tag | Ubrselt | Wolle burd) B
16/3 1758

burd)

PR
pgogerungsvermerk

—

gmichreiben pon

Eingang Hubertus 1726 16/3 .-

Kurzsignal .~

CK S A = Geleitzug Marqu seee ==
KA F V = Bruno Dora 40.-
EYWI = 525,-
QQT T = Ustliche~
QRT U = Fahrt 7 Sm.-

NQ =T 615,=-

Figure 4. Beta short signal of 16 March 1943 from U 615 (commanding officer, Kapitidnleut-
nant Ralph Kapitzky).

the third edition of the Wetterkurzschliissel had come into force, depriving Hut 8 of
“weather” cribs. The Atlantic shore direction-finding stations helped to provide
Hut 8 with information about the positions of convoys and U-boats when using B
bar cribs [2, p. 50]. But solutions of Shark were sometimes a week or more late; some
1943 days were not broken until 1945,'° while a few were never solved.

Gap in the List

The list only covers documents, and not equipment. It therefore contains no refer-
ence to the three Kriegsmarine Enigma rotors (VI to VIII) captured by the British,
which apparently had no PG numbers allocated to them.'' Secondary sources have
revealed that rotors VI and VII were taken from the survivors of U-33, when it
was sunk near Ailsa Craig in the Irish Sea in February 1940, and that rotor VIII
was captured in August 1940 [28, p. 957], although we know nothing about where
or how it was seized. No primary source exists in any public archive about the
capture of rotor VIII.

The documents listed below feature “P” numbers. However, the series was gen-
erally known as “PGs” (said to mean “pinched from the Germans’’). There was a

°E g 2 June 1943 and 9 and 10 September 1943 were broken on 15 and 21 June 1945,
respectively [49].
"nformation from Naval Historical Branch (NHB), Ministry of Defence, Portsmouth.
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similar but smaller series for captured Italian naval documents (“PIs’’), and an even
smaller set for captured Japanese naval documents (“PJs”) [1].

GCCS’s “Pinch Committee”

Considerable thought was given by a “pinch committee” at GCCS to capturing a
second “Greek” rotor (Gamma and its associated thin reflector C (Cdsar)) for M4
in 1943. GCCS knew that a Kriegsmarine radio station at Gabeés, Tunisia, held those
rotors, and believed that a raid on the station would be well worthwhile. It also pro-
posed a dive against U-205, which had been sunk off Cyrene, Libya, on 17 February
1943. 1t is not clear whether the Kenngruppenbuch and Zuteilungsliste (allocation list)
listed below (P 1568) were captured from U-205 as a result of such a dive, or in some
other way.'? Hut 8 could not solve Céisar’s and Gamma’s wiring for several weeks
after they were introduced on 1 July 1943. No M4 Shark traffic for July was solved
until 19 July, when Hut 8 recovered the key for 16 July [49, p. 112]. It then used that
key to solve their wiring. It should not have been necessary to do so, since they had
in fact already been captured in North Africa. But they had not been sent back to
England, because it was thought that GCCS already held all the rotors needed to
break Shark [2, p. 61]!

A delicate balance always had to be struck when deciding whether or not to
organise a pinch. Thus in 1942, when Shark was not being read during the long
blackout, it was apparently decided that the risk of compromising the ability to read
Dolphin was too great to allow a special pinch of Shark material to be attempted.
Although the Admiralty issued CAFOs on the need for pinches of “codes or
ciphers,” they emphasized the need to keep the capture of an enemy vessel secret,
if necessary by sinking it.!"?

Naval Section VI and No. 30 Assault Unit

With success in breaking naval Enigma came problems in interpreting the language
and abbreviations used, as had happened in early 1940 with Luftwaffe Enigma
decrypts [57, p. 35]."* Naval Section therefore set up a team of experts to translate
and interpret the decodes; the experts then expanded their activities and derived
technical intelligence about the enemy’s weapons and equipment. They had to serve
both GCCS and the Royal Navy.

In November 1941, Valerie Travis (the daughter of Edward Travis, who
was later appointed as the operational head of Bletchley’s services section)
became responsible for all the captured documents received by Naval Section,
while a Technical Intelligence subsection (Lieutenant-Commander Geoffrey
Tandy and two others) carried out research and vetted, promulgated and

12See Figure 5 for a Zuteilungsliste.

BCAFO 879 of 7 May 1942 [51, p. 28].

“Hut 3 had not known the significance of such basic terms as Fliegerkorps (air corps—a
flexible organisation comprising between 300 and 700 aircraft of all types, which usually
controlled all the air units in a sector).
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Figure 5. Zuteilungsliste in Kenngruppenbuch seized from U 110.

issued equivalents of technical terms in the languages handled by Naval Section
(German, Italian, Portuguese, Spanish and French). In 1942, the Admiralty
assigned Naval Section the task of making its dictionaries of foreign terms,
and of exploiting pinches.

Naval Section VI (NS VI) seems to have been established as such in mid-summer
1942. TIts functions were:

(a) to provide expansions of abbreviations and technical equivalents;
(b) to keep, catalogue, index and distribute captured documents;
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Figure 6. Annotation by Lt. Allon Bacon on Kenngruppenbuch seized from U 110.

(c) to examine messages to elucidate any difficulties, and provide information
about enemy personnel, equipment and manufacturers.'®

NS VI proved its worth sufficiently to have its activities endorsed in December
1942 by Commodore E. G. N. Rushbrooke, who had succeeded Admiral John
Godfrey as the Director of Naval Intelligence. He issued a directive that all
captured documents arriving in the Admiralty were to be screened by a rep-
resentative of Naval Intelligence Division (NID) 12A (NS VI’s cover name in
the Admiralty) and NID 1/PW (the NID section that dealt with intelligence
from prisoners of war). They were to be split into two groups: items for
NID 12A only (code and cipher documents, although this was not spelled
out), and those of interest to the Admiralty or other departments. NID was
then to list all those in the second group, after which the list was to be circu-
lated within the Admiralty. All the documents were to be transferred to NS
VI, after they had been seen inside the Admiralty [52]. Following the December
1942 directive, NS VI acquired all the documents held by NID 1/PW, various
Admiralty technical departments, and the Office of Strategic Reserves, and new
photographic equipment was installed at GCCS to help NS VI meet its new
responsibilities. The December directive was amplified in September 1943, to
make NS VI responsible for helping to translate captured documents, if
requested by NID [13, p. 10]. In early 1944, NS VI was also given the duty
of registering all captured documents. By September 1944, NS VI comprised
24 staff.

Ian Fleming had been impressed by the results of Abwehr intelligence assault
parties, Marine Einsatz Kommando, in Yugoslavia and Greece in 1941. He therefore
persuaded Godfrey to propose the creation of a similar British inter-service group.
Although the War Office and Air Ministry were less than enthusiastic, the Joint
Intelligence Committee and Chiefs of Staff approved the creation of an intelligence
assault unit to seize intelligence material of value to the three services. A unit with
Royal Navy, Royal Marines and army sections was formed, and designated No. 30

>0On NS VI, see [3], [51] and, for a somewhat jaundiced account (Tandy seems to have
lacked good personnel skills), [9].
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Commando (later No. 30 Assault Unit) [29; 43]. One of its main objectives was the
capture of German and Italian Sigint material, including Enigma rotors, and the
daily key settings for Enigma ciphers.'®

In the fall of 1944, plans were made to establish about five joint British-
American Target Intelligence Committee (TICOM) units, which were also charged
with seizing Sigint documents. NID 24 was therefore established to share in trans-
lating them, and to act as an intermediary between NS VI and any Admiralty
sections interested in German documents. A final directive of 10 March 1945,
formally recognised this position [22, p. 10].

Conclusion

Unlike the British Army, the Royal Navy established good procedures to ensure that
captured Sigint documents reached GCCS quickly, without being delayed by local
commands. The creation of 30 AU was a very innovative step, although relatively
few of the documents captured by it seem to have been of much benefit to GCCS.
Without the documents captured by the Royal Navy, Hut 8’s breaks into Dolphin
and Shark would have been considerably delayed, with incalculable consequences.
But ultimately, only the bravery and sacrifice of men such as Anthony Fasson and
Colin Grazier made the major breaks into naval Enigma possible.

About the Author

Ralph Erskine is a retired barrister who has written extensively on signals intelli-
gence in WWII. He is a member of the editorial board of The Journal of Intelligence
History.

1%For lists of targets for No. 30 Assault Unit, see The National Archives of the United
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and PRO ADM 223/501 (targets in 1944-1945).
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Appendix

List of Captured Documents

DETAILS OF DOCUMENTS
CAPTURE CAPTURED REMARKS

VORPOSTENBOOT 26237
Captured in position 62° 377 P/115/NID Schliisselzettel Traffic for April was

N, 4° E by H.M.S. Griffin for 23rd, 24th, 25th and broken in June 1940
at 1030 hours on 26 26th April 1940
April, 1940'® Cypher message pads'’
VORPOSTENBOOT KREBS
Sunk in Operation P/138/NID Schliisseltafeln These keys enabled us

“CLAYMORE” (Attack M-Allgemein Schliisseltafel to read the traffic of
on Lofoten Islands) “Heimische Gewiésser” February, 1941 and
4th March 1941%° Kennwort: HAU to reconstruct the

Cypher keys for home bigram tables then

waters in force.

WETTERBEOBACHTUNGSSCHIFF MUNCHEN

Sunk in Northern North P/168/NID Schliisseltafeln These keys enabled us
Sea by H.M.S. Somali on M-Allgemein?? to read currently the
9th May 1941°! traffic on June 1941

ZTP/1218, T.0.O.
0017/1/6/41, was
teleprinted at
0237/1/6/41%

(Continued)

""The Kriegsmarine seems never to have had a Vorpostenboot (patrol boat) 2623 in service.
The vessel captured was almost certainly Schiff 26 (and is so referred to in a number of
Bletchley and Kriegsmarine documents), which was seized at this time [54], [59] (I am indebted
to R. M. Coppock for these references). Schiff 26 was the captured Julius Pickenpack.

¥0n the capture of Vorpostenboot 2623 (Schiff 26), see [30]; [50]; also [33, pp. 116-117];
[55, pp. 73-76]. Although [2, p. 24] and [36, p. 26] refer to it as “the Narvik pinch”, the cap-
ture took place 60 miles west of the Norwegian port of Alesund, which is about 450 miles
south-west of Narvik. Alesund is at 62-28 N, 6-12 E. Narvik is 68-28 N, 17-26 E.

YSchliisselzettel were cipher message pads on which the plaintext and ciphertext were
written down. For an example in a Kriegsmarine manual, see [46, p. 14].

200n the capture of Krebs, see [33, pp. 130-136]; [55, pp. 116-118]; on the raid, Operation
Claymore, see [12]; [35].

210n the capture of Miinchen, see [33, pp. 156-159]; [55, pp. 127-130].

2These were the general Dolphin keys for June. They arrived at Bletchley on 10 May 1941.

237TP/1218 is in DEFE 3/2 at the PRO. Although the translated decrypt was teleprinted
(ZTP stood for “Naval Enigma, teleprint”) to Naval Intelligence Division 8G in the Admiralty
within a few hours, it is uncertain whether the time of origin in decrypts employed DGZ
(“Deutscher Gesetzlicher Zeit”—German legal time, which was GMT + 1 hr., except during
summer), which was used by the U-boats, or Greenwich mean time (as adjusted for summer
time), so that a simple subtraction is not possible. The captured keys, indicator book (see the
captures from U-110) and bigram tables enabled Hut 8 to read Enigma currently for all of June.
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DETAILS OF DOCUMENTS
CAPTURE CAPTURED REMARKS
P/169/NID Our first sight of the
Wetterkurzschliissel German weather
(Ausgabe 1940) short signal book.
M.Dv.Nr. 443 OKM, This enabled us to
Berlin, 1940 read these signals.
Weather short signal
book>*
U 110
Captured in position 60° P/239/NID
28 N, 32° 40’ W by Kenngruppenbuch?®
H.M.S. Bulldog M.Dv.Nr. 98
on 9th May 1941% Indicator Book?’

P/240/NID Der Funkschliissel
M Allgemeine
Bestimmungen

M.Dv.Nr. 32/3 OKM,

Berlin, 1941
Instructions for use of
machine

P/241/NID Der Funkschliissel
M Verfahren M

Offizier und M Stab M.Dv.Nr.
32/2

Instruction for cyphering
messages for ‘Officers’
and ‘Staff Officers’?®

(Continued)

24p 169 was the first edition of the Wetterkurzschliissel. It reached Bletchley on 10 May 1941.

250n the boarding of U-110, see [4]; [33, pp. 161-168]; [55, pp. 133-140].

26p 239 was photographed by Lt. Allon Bacon, a member of NID8G, before being flown
to London. See Figures 5 and 6 for copies of pages seized from U-110 and his annotation
about having photographed PG 239 on SS Dunluce Castle, which was used at Scapa Flow
as an accommodation ship. P 239 to 255 reached Bletchley on 13 May 1941.

?"The Kenngruppenbuch contained a random list of indicators for Enigma and
Reservehandverfahren (an emergency reserve hand cipher). These designated the specific cipher
being used (such as Hydra or Triton); thus in late 1940, the indicators in columns 361 to 390
(with others) were reserved for Hydra—see the column headed “Schliisselkenngruppe” in
Figure 5. They also provided a source of message keys for Enigma, to prevent the operator
from choosing easily guessed combinations, such as ABC or IJN (a keyboard diagonal),
etc. For the instructions for using the Kenngruppenbuch, see [20, 44].

20ffizier signals were doubly enciphered, first by officers only, using the inner settings
(rotor order and ring settings) from the Al/lgemein (general) key and plugboard connections
from special monthly Offizier keylists, and then by a rating, with the Allgemein daily key
for the cipher in question [47]. For an Offizier keylist, see [21, p. 229]. Stab (staff) signals were
doubly enciphered with their own special settings (unlike Offizier, they did not use any
Allgemein settings). Hut 8 only solved one Stab key [2, p. 74].
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DETAILS OF DOCUMENTS
CAPTURE CAPTURED REMARKS

P /242 /NID Doppelbuchstaben-
tauschtafeln fiir
Kenngruppen Kennwort:
BACH Zu M.Dv.Nr. 98
Bigram substitution tables
for encoding indicators®
P/243/NID Anweisung zur
Anderung der
Schliissel M Heimische
Gewisser auf Stichwort™
P/246/NID Schliisseltafeln These keys enabled us
M-Allgemein to read all the
traffic of April,
1941°
Schliisseltafel ““Heimische
Gewdsser”’
Kennwort: PIL
Cypher keys for home

waters
P/247/NID Schliisseltafeln Our first decypher of
M-Offizier an ‘Offizier’
Kennwort: PIL message™’

Cypher keys for messages
intended to be read
only by officers

(Continued)

2The Bach (brook) bigram tables took effect on 1 July 1940. They were replaced by the
Fluss (river) set on 15 June 1941, which was succeeded by Strom (stream) in November 1941,
followed by Miindung (mouth (of a river)) on 1 March 1943, and Quelle (source) on 16 July
1944 [23, p. 55]. With nine tables in each set, reconstructing them was very time-consuming.
For Op-20-G procedures for doing so, see [7, pp. 1-11, 79]. Two different dates have been
given for the start of Strom: 29 November 1941 [2, p. 35]; [36, p. 57] and 1 November 1941,
in a US Navy history [23, p. 55]. Since the US Navy was not breaking Dolphin in November
1941, 29 November seems the more probable date.

30<“Instructions for changing Cipher M [naval Enigma] home waters [Dolphin] on a code
word.” The Stichwort procedure modified Enigma daily keys following a possible cipher
compromise, by adding numbers derived from a varying key to the rotor order, ring settings
and plugboard connections. The procedure became more and more complicated as the war
went on, but for one version, see [18, p. 44]. Despite these complications, it did not present
problems to the codebreakers, since it generally only modified the original settings. Once they
knew that a Stichwort had taken effect, they then only had to test eight rotor orders and 26
different Stecker combinations—a far cry from a completely new key.

310nly nine April 1941 Dolphin daily keys had been solved before 10 May.

32¢<QOur first decypher of an ‘Offizier’ message” is slightly misleading, since P 247 is not an
actual decrypt. The PIL Offizier keys were in force in April 1941. The first decrypt using them
is probably ZTP 540 [62], which sent the text of a signal of 21 April 1941 to NID 8G on 14
May 1941.
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DETAILS OF DOCUMENTS
CAPTURE CAPTURED REMARKS
P/248 /NID Schliisseltafeln These were the June
M-Offizier Kennwort: keys for 1941 which
EIF enabled us to read
Cypher keys for messages currently the traffic
intended to be read for that month

Captured and sunk 72°N,
4°W 28/6/41%7

only by officers

P/251/NID Schliisseltafeln ?

M-Allgemein
Schliisseltafel “Heimische

Gewdsser”’
Kennwort: EIF

Cypher keys for home
waters

P/252/NID Signalschliisseltafel

fiir den
Funksignaldienst

(Funksignaltafel) 1939
M.Dv.Nr. 114

E Bar keys

P/255/NID With this we began to

U-Bootskurzsignalheft*? read the U-Boat
M.Dv.Nr. 299 short signals
1940
U-boat short signal book

Schliisseltafel 11
Kennwort: BREMEN™
2nd part of cyphering keys
Schliisseltafeln T und II
Kennwort: DRESDEN™

WBS LAUENBURG?*

(Continued)

30n the U-Bootskurzsignalheft (a short signal book for U-boats only), see [14, p. 68].

3Bremen was Schlisseltafel (cipher table) II in the U-Bootskurzsignalheft. It contained a
list of special Grundstellungen for use with the U-Bootskurzsignalheft.

3Dresden was Schlisseltafel (cipher table) I in the U-Bootskurzsignalheft. It contained a
list of message keys for use with the U-Bootskurzsignalheft.

3%0n the capture of Lauenburg, see [33, pp. 177-181]; [55, pp. 146-149].

3 Lauenburg was captured in the general area of Jan Mayen. For photographs of the

capture, see [60].
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DETAILS OF DOCUMENTS
CAPTURE CAPTURED REMARKS
P/389/NID These keys were
Schliisseltafeln M-Allgemein current for July,
Schliisseltafel “Heimische 1941
Gewisser”

Kennwort: WEL
Cypher keys for home
waters®®

VORPOSTENBOOT GEIER¥

Sunk in West Fjord 4 miles  P/661/NID These were reserve

west of TRACY light on Doppelbuchstaben- tables and have not

26th December, 19414 tauschtafeln fiir yet been used*!
Kenngruppen

Kennwort: UFER
Zu M.Dv.Nr. 92
Bigram substitution
tables for encoding
indicators
P/662/NID
Doppelbuchstaben-
tauschtafeln fiir
Kenngruppen
Kennwort: STROM
Bigram substitution tables
for encoding indicators
P/666/NID
Kenngruppenbuch
M.Dv.Nr. 98
1941
Indicator Book

LOFOTEN RAID OF DECEMBER 1941+
P/668/NID
Der Schliissel M Verfahren
M-Allgemein
M.Dv.Nr. 32/1
1940+

(Continued)

38p 389 reached Bletchley on 2 July 1941.

¥ Geier (V [Vorpostenboot] 5904) was sunk during Operation Anklet, on which see [34],
[55, pp. 196-197].

“Owest Fjord (Vestfjorden) is below the Lofotens, and south-west of Narvik.

*IThe Ufer (bank — of a river) bigram tables (P 661 above) never came into service.

“>This was apparently Operation Anklet.

“These instructions would not have helped Hut 8 much at this stage. It would be surpris-
ing if they had not been captured earlier, in view of the huge haul of documents taken from
U-110, in particular.
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DETAILS OF DOCUMENTS
CAPTURE CAPTURED REMARKS

Instructions for cypher
ratings on the drafting of

messages
U 559
Sunk in position 60 miles P/936/NID
N.E. of Port Said by Geheimer
H.M.S. Pakenham and Wetterundseeschliissel der
aircraft on 30th October Kriegsmarine Teil 2 Wetter
1942 kurzs chliissel (2 Auflage)
M.Dv.Nr. 443
1941
Weather short signal book
P/937/NID Geheime Out of force 7/9/42
Marinefunknamenliste
(G.F.L)
M.Dv.Nr. 82
1940
Secret call sign book
P/938/NID Geheime In force 7/9/42
Marinefunknamenliste
(GF.L)
M.Dv.Nr. 82
1942%

Secret call sign book
P/942/NID Kurzsignalheft

1941
M.Dv.Nr. 96
Kenngruppenheft Nr. 1. Out of force 1.12.42
Kenngruppenheft Nr. 2. In force 1.12.42

Short signal book.*’

(Continued)

“The Geheime Marinefunknamenliste (Secret call sign book) contained a list of call-signs of
Kriegsmarine units, including shore stations. Call-signs were generally enciphered — the cipher
changed every two hours. Shore stations were allocated call-signs with letters containing umlauts
(e.g., SUP for Wilhelmshaven in 1943). For a translation of the instructions from the Geheime
Marinefunknamenliste, see [48]. U-boats did not use call-signs as such in their radio signals.

4 Kenngruppenheft 2 contained a list of Kenngruppen (indicators) and the message keys for
Enigma beta (B bar) signals to which the Kenngruppen referred.
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DETAILS OF DOCUMENTS
CAPTURE CAPTURED REMARKS

P/967/NID Begleitbuch
fiir den Schliissel M
Priifnummer: 3210

U 205
Sunk in position 32° 56/ P/1568/NID
N, 22° 01’ E by Kenngruppenbuch
H.M.S. Paladin on 17th M.Dv.Nr. 98
February 1943 Zuteilungsliste
Kennwort;
FORELLE

Indicator book™®
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