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Visually Monitoring
the 2008 Election

very election year, we are bombarded with statements

from candidates; campaign policy positions; pundit

viewpoints; accusations and responses; and polls,
polls, polls. Generally, there is a lot of conflicting informa-
tion. The 2008 election season was as dizzying as usual,
but it was different from previous election years in at least
one respect: several websites made pollsters’ data available
almost immediately upon its production.

The Statistical Graphics Working Group at lowa State
University, consisting of professors and graduate and under-
graduate students with an interest in statistical visualization,
explored how to visually display this election data with the
goal of helping to sort through information reported in the
media. To view their results, visit www.amstat.org/publications/
chance/supplemental.

Dianne Cook is a professor at
lowa State University in Ames, lowa.
She teaches data mining, multivariate
methods, and introductory statistics. Her
research involves developing methods
for plotting multivariate data and con-
tributing to the advancement of the open
source graphics software, GGobi.

4  VOL 23,NO.3,2010

Yu-Sung Su earned his PhD in political science
City University of New York. He isa postdoctoral rese
scholar at Columbia University and New York Unive
with research interests in comparative democratiza
political economy, and statistical methods (causal i
ence, missing data imputation, Bayesian methods
multilevel modeling).

Robert Tibshirani is a professor in the departr
of statistics and health research and policy at Sta
University, serving as associate chair of the depart
of health research and policy. He is also a recipient ¢
COPSS (worldwide) award for contributions to sta
before the age of 40

Linda J Young is professor and associate chair c
tistics at the University of Florida. She collabe
with scientists in UF's Institute of Food and Agrict
Sciences and the Florida Department of Health and F
Fish and Wildlife Commission. Her research focu
statistical methods for relating health outcomes to
ronmental exposure

Heike Hofmann is a professor
statistics at lowa State University. F
research areas are statistical graphics
data exploration of large data sets, m
tivariate categorical data analysis, 2
statistical computing.

Chris Kielion graduated from Ic
State University in December 2009 w
a degree in statistics and finance, accc
panied by a minor in economics.
works as a reinsurance actuary fora la
U.S. insurance company and plan:
attend graduate school.

Lawrence Mosley isasecond-y
PhD student at lowa State Univer:
His research interests are in explorat
data analysis, survival analysis, and ¢
mining. He completed his MS in statis
at lowa State University in 2009 wil
thesis studying properties of music in
Billboard Top 100.

Barret Schloerke is a senio
computer engineering at lowa S
University. He plans to attend gr
ate school in statistics after earning
undergraduate degree.



Fixed-Cost vs. Fixed-Risk Post-Election
Audits in lowa

Jonathan Hobbs, Luke Fostvedt, Adam Pintar, David Rockoff, Eunice Kim, and Randy Griffiths

lectoral integrity has been a fore-

front issue during the past decade.

Policy developments such as
voter-verified paper records and post-
election audits bolster transparency and
voter confidence.

A post-election audit is a manual
recount of some or all of the voting units,
generally precincts, involved in a par-
ticular race. Machine-recorded tallies are
typically reported as precinct totals; an
audit includes a manual recount of actual
ballots to compare to the reported totals.
States have a variety of audit laws, many
of which mandate recounts of a fixed per-
centage of randomly selected precincts.

An audit procedure should detect an
outcome-altering error with high prob-
ability in a cost-effective manner. Audits
that limit risk, which is the probability of
certifying an incorrect election outcome,
achieve these objectives, but can involve
complicated procedures.

From a statistical perspective, risk
can be thought of as the probability of
a type Il error failing to detect an incor-
rect outcome. There is no type I error,
or declaring an incorrect outcome when
the reported result is correct, because a
correct outcome cannot be overturned
based on audit results alone.

In races with large margins of victory
or many precincts, risk-limiting audits are
more cost effective than their fixed-per-
centage counterparts, and risk-limiting
audits can have substantially reduced risk
in close races or small populations.

Across the nation, states must balance
a number of considerations, including
efficiency (cost), statistical effectiveness,
public perception, and logistical con-
straints. Two important logistical con-
straints governing elections are:

1. That elections are usually admin-
istered at the county level. In lowa,
county auditors oversee elections.

2. That vote counts are reported in
batches, usually by precinct or polling
location. These are the totals audited
in a recount.
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lowa’s Proposed Legislation

Optical scan ballots are used in all 99
lowa counties. As an example, sample
ballots from the 2008 general election
for Johnson County—Ilowa's fourth-
largest county—are available at www.
jobnson-county.com/auditor/sampbalgeneral/
sampbal2008general him.

A paper record is a prerequisite for a
post-election audit, but lowa is one of
25 states that do not require a statewide
manual audit of election results. The state
code does include provisions for candi-
dates to request recounts. In addition,
county auditors may request administra-
tive recounts in their jurisdictions.

Responding to the concerns of
engaged citizens, the lowa secretary of
state formed a post-election task force in
2008. The task force included state leg-
islators, county auditors, and electoral
experts. Over the course of a year, the
group drafted a bill that was introduced
in the 2009 legislative session.

Members of the lowa task force tack-
led the challenges for the state, most
notably the substantially varying popu-
lations across lowa's counties. The task
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force based lowa's bill on a post-election
audit regulation passed in Minnesota in
2006. The approach attempts to formu-
late a relatively simple audit procedure
that accounts for the state’s uneven spa-
tial distribution of voters.

Specifically, lowa's proposed legisla-
tion calls for a post-election audit after
each general election. Depending on
the election year, either the results for
president or governor would be audited
with another randomly selected state
or federal office. Each county would
perform its audit by randomly choos-
ing a specified number of precincts and
recounting the votes for those precincts.
Counties would select one precinct if
the county has seven or fewer precincts.
Counties with more than seven precincts
would select the following:

Two precincts if the county has
50,000 or fewer registered voters

Three precincts if the county has
50,001-100,000 registered voters

Four precincts if the county has more
than 100,000 registered voters
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Figure |. Number of registered voters (in thousands) by county in lowa. White text indicates
counties that would be required to audit four precincts.

Figure 1 displays lowa’s electoral
makeup in 2010. Polk County, which
includes Des Moines, has nearly 300,000
registered voters and almost twice as
many as the next-largest county. Just
four counties would fall into the bill's
largest tier, and only five would audit
three precincts. Eighty of lowa's 99
counties would audit two precincts.

The bill calls for escalation within a
county if the recount reveals a discrep-
ancy of at least 0.5% from the reported
result. After this initial round of esca-
lation, a statewide recount could be
declared at the discretion of the lowa
secretary of state. The bill did not meet
approval of both legislative houses by
the end of the 2010 legislative session.

Characteristics of Audit
Methodology

The American Statistical Association
(ASA) has increasingly advocated post-
election audits in recent years. In April
2010, the ASA Board of Directors rec-
ommended routine risk-limiting audits
forall federal and state elections. Previ-
ously, the organization endorsed three
of the principles and best practices
for post-election audits developed by
ElectionAudits.org:

Principle 5, Risk-Limiting Audits

Post-election audits reduce the risk of
confirming an incorrect outcome. Audits
designed explicitly to limit such risk
(risk-limiting audits) have advantages
14
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over fixed-percentage or tiered audits,
which often count fewer or more ballots
than necessary to confirm the outcome.

Principle 6, Addressing Discrepancies
and Continuing the Audit

When discrepancies are found, addi-
tional counting and/or other investiga-
tion may be necessary to determine the
election outcome and find the cause of
the discrepancies.

Principle 7, Comprehensive

All jurisdictions and ballot types—
absentee, mail-in, and accepted pro-
visional—should be subject to the
selection process.

Principle 7 is satisfied in the pro-
posed legislation because lowa has
optically scanned paper ballots and
the absentee ballots in each county are
considered a precinct. Therefore, all
ballots would have a chance of being
selected in the audit.

Principle 6 is also satisfied because
the audit would escalate within a
county when a discrepancy of at least
0.5% is found.

Principle 5 is not completely satis-
fied for two reasons. First, the risk and
efficiency depend on the margin of
victory. In addition, the decision to
escalate to a full recount is ultimately
left to the secretary of state, which
makes the computation of the true risk
impossible, as an individual’s judgment
cannot be quantified.

Assessing lowa’s Proposed
Legislation

Possible Miscount Situations

There are potentially many situatior
from apparently benign machine r
functions to fraudulent actions—that
cause miscounts or discrepancies betw
a precinct's reported vote totals and
true election outcome. In the instanc
malicious election fraud, a surreptit
strategy for altering the election re
is to switch many votes in as few
cincts as possible. This vote-switcl
is perhaps a conservative alternativ
potentially more realistic situation
common issue in U.S. elections i
undercount, which occurs when the
votes tabulated for a particular race
short of the total ballots cast.

A famous undercount example
in Florida during the 2000 preside
election, when a vote for a candi
was not recorded on 178,145 bal
While a small number of these ba
were individuals who simply cl
not to vote for a candidate, there
a large undercount of votes due tc
poorly designed butterfly ballot. Fur
a Scripps Howard study found s
states, as well as 544 individual cour
had a larger percentage of undercc
than Florida's 2.9%. An underc
would effectively have half the im
of a switched vote, so more votes ar
precincts would need to be change
undercounts than actual vote-switc
to alter an election outcome.

Numerical Assessment Procedure

To convey the efficacy of lowa’s
posed legislation, two mechanism
generating miscounts in a precinc
combined with two dispersal scer
of miscounted precincts throughot
state. The first dispersal scenario i
of random dispersal. Under this scer
the precincts in which miscounts
are selected randomly with equal |
ability and without replacement fro
state’s precinct population. Such 2
nario corresponds to a plausible situ
in which the vote tabulating mac
malfunction at random precincts.
The second scenario involy
systematic dispersal of the miscc
where they are concentrated in the
est precincts. This represents a w
case scenario, since it would tak
least amount of miscounted prec




to alter the results. This scenario cor-
responds to a situation in which the
election results are being altered by a
dishonest entity that wishes to avoid
detection (i.e., election fraud).

The two miscount-generating
mechanisms are vote-switching and
undercounts. To simplify assessments,
only two-candidate statewide races are

considered—Candidate A vs. Candi-

date B, where Candidate B is incorrectly M_ec':v::::'
reported to have won. The reported elec- — Undercount
tion results from the 2006 lowa general )
election are used in this assessment. & Dispersal
To assess risk, the first step is to deter- x  Largest
o Random

mine the precincts in which miscounts
occur. This is accomplished under all
combinations of the two miscount-gen-
erating mechanisms and two dispersal
scenarios by using the idea of maximum
within precinct miscount (WPM), which
is taken to be 20%. WPM is seen as
the maximum level of discrepancy that
would go unnoticed by observation.

Assuming that the observed, but
incorrect, margin of victory (MoV) is
the same in all miscounted precincts as in
the overall election, a precinct is selected
(according to one of the dispersal sce-
narios) and either 20% of the precinct's
total votes are switched from Candidate
B to Candidate A or 20% of the pre-
cinct's total are assumed to be uncounted
and should have gone to Candidate A.
This is repeated in additional precincts
until enough votes have been changed
to give Candidate A more than 50% of
the total vote.

Under any combination of miscount
mechanism and dispersal scenario,
there are M counties statewide. For
each county i = 1, ..., M, let k denote
the number of precincts the county is
required to audit, # the total number
of precincts in the county, and x, the
number of miscounted precincts in the
county. Once the precincts in which
miscounts occur have been determined,
risk can be computed as the following:

Risk = P [all miscounts undetected]

M
=]I P [all miscounted precincts

=1
in i” county undetected | x,

miscounted precincts]

M
=TI f(Oln,x,k)

i=1

1.0
Margin of Victory (%)

Figure 2. Risk for lowa's proposed election audit procedure, for various observed
margins of victory. The horizontal dotted line indicates a risk of 0.01.

where f is the hypergeometric probabil-
ity mass function (pmf). The precinct
selection process is a case of sampling
without replacement from a dichoto-
mous population, a situation that the
hypergeometric distribution describes.
This hypergeometric probability will
be unity when there are no miscounted
precincts in a county, and the probabil-
ity decreases with an increasing number
of precincts with miscounts; more mis-
counted precincts translates to lower
risk. The hypergeometric result is a
consequence of the proposed sampling
procedure, regardless of how miscounts
are dispersed.

Results

In the case of random miscount disper-
sal, there is a distribution of risk because
adifferent random selection of precincts
will lead to a different value of risk. The
99th percentile of that distribution is
shown in Figure 2, which also shows
that the proposed legislation varies in
its effectiveness with large discrepan-
cies as the observed MoV decreases.
In fact, when the MoV is 0.5% and
switches occur in the largest precincts,
the risk is more than 70%), versus 20%

for randomly occurring switches. At this
MoV, the undercount mechanism with
random dispersal has a risk of 2%.

For increasing MoV, there is bet-
ter agreement among all but the most
extreme scenario. When MoV exceeds
2%, the risk in the remaining three
scenarios is below 0.01 (marked by
the horizontal dotted line). However,
when random miscounts occur and
MoV increases, the sampling procedure
becomes increasingly inefficient (in
terms of the number of votes counted),
since the risk begins to fall far below
0.01. The procedure is inefficient, but
has low risk for the undercount scenarios
when MoV exceeds 2.0%.

As Figure 2 shows, the vote-switching
scenario executed in the largest precincts
represents a worst-case scenario.

A Risk-Limiting Procedure

As the previous section's numerical
assessment illustrates, lowa's proposed
audit procedure would have large risk for
small MoV, and the procedure becomes
inefficient when the MoV is large. An
alternative procedure is a statistical audit
with greater efficiency (SAGE). The

procedure, which is also known as the
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Figure 3. Expected precincts sampled in negative exponential. Horizontal
dotted line represents number of precincts sampled under lowa'’s proposed

legislation.
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Figure 4. Median precincts sampled in negative exponential with margin
of victory 0.5%
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Figure 5. Median precincts sampled in negative exponential with
margin of victory 2%

negative exponential (NegExp) method,
accounts for varying precinct sizes by
assigning a unique probability of audit
selection for each precinct. For a race
with N total votes cast and n votes cast in
precinct i, the probability p, of selecting
precinct i for audit is

¢
p=1-rNMY)
i

The desired risk r is specified before-
hand for the entire contest. The quantity ¢
is an error bound specific to each precinct
and reflects the assumed miscount mech-
anism. The vote-switching and under-
count mechanisms are again investigated.
Appropriate error-bound values for these
two mechanisms, respectively, are

e = 2n‘(WPM)
e, =n(WPM)

The NegExp procedure’s potential is
evaluated with another numerical assess-
ment. For varying MoVs, NegExp is
applied for a statewide race with turnout
like that of the 2006 general election
and WPM of 20%. Figure 3 displays the
expected number of precincts sampled
under NegExp, with the two miscount
mechanisms compared to that of the
fixed count under the proposed legisla-
tion. The expected number of precincts
can serve as a proxy for the cost of the
audit, thus the NegExp procedure has
cost that depends on MoV.

The actual NegExp sampling proce-
dure also was simulated county by county
for MoVs of 0.5% and 2% under the

vote-switching mechanism. As Figure 3
shows, the expected number of precincts
sampled statewide is 322 fora 0.5% MoV
and 89 fora 2% MoV.

Since elections are administered by
county, the breakdown of precincts
audited by county is also important.
Figures 4 and 5 display the median num-
ber of precincts sampled in each county
in these two situations. The NegExp
procedure would place a larger burden
than the proposed legislation on the
state's largest counties, most notably
Polk County. At the same time, smaller
counties would have reduced cost, espe-
cially for larger MoV.

Summary

lowa's proposed post-election audit leg-
islation includes provisions for escalation
if a county's recount reveals a substantial
discrepancy. In addition, the procedure
is comprehensive in including all ballots
in the selection process.

A numerical assessment finds that
the risk may be substantial for close
races and the procedure would be inef-
ficient, but have low risk, if the race is
not close.

The introduction of comprehensive
post-election audit legislation in lowa is
an encouraging development for elec-
toral integrity, as is the recent ASA Board
of Directors' recommendation for wide-
spread implementation of risk-limiting
audits. We advocate the further develop-
ment of risk-limiting audits in lowa and
interaction between statisticians and
election officials.
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